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A STUDY ON SOFTWARE DEFECT PREDICTION USING
FUZZY DECISION TREES
ZSUZSANNA MARIAN, ISTVÁN-GERGELY CZIBULA, IOAN-GABRIEL MIRCEA
AND VLAD-SEBASTIAN IONESCU
Abstract. In this paper we conduct a study on applying fuzzy decision
trees for software defect prediction, investigating the results of varying
different parameters, for the FuzzyDT method, introduced in a previous
paper. The proposed method uses software metrics and fuzzy decision trees
to identify potentially faulty software entities like components, modules,
methods, etc. Experiments are performed on five open-source case studies
in order to analyze the effect of using different thresholds for the software
metrics used to define the fuzzy membership functions as well as using
different impurity functions in building the fuzzy decision tree. We also
analyse whether using only certain selected software metrics leads to a
better performance than using all the software metrics from the data sets.
The obtained results confirm that the fuzzy approach outperforms the crisp
one and the results are better than most of the results already reported in
the literature for the data sets considered in our evaluation.

1. Introduction
Software defect prediction represents the activity of identifying software
modules which are likely to develop errors in a forthcoming version of a software system, being of major importance for software testing and for assuring
the software quality as well. The methods for detecting faulty software entities
are useful for suggesting to developers the software modules that should be rigorously tested. These software entities can be software components, modules,
packages, classes, methods, functions or other software artifacts.
The software maintenance process represents a major part of a software life
cycle, requiring a large software engineering effort. The software engineering
Received by the editors: September 20, 2016.
2010 Mathematics Subject Classification. 68N99, 68T05.
1998 CR Categories and Descriptors. D.2.7 [Software Engineering]: Distribution,
Maintenance, and Enhancement - Restructuring, reverse engineering, and reengineering;
D.2.8 [Software Engineering]: Metrics – Product metrics; I.2.6 [Artificial Intelligence]:
Learning – Induction;
Key words and phrases. software defect prediction, software metrics, fuzzy decision trees.
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literature reveals that understanding the software represents about half of
the amount of effort allocated to the maintenance activity. Fixing defects
represents one of the main software maintenance activities, also being referred
to as corrective maintenance [8].
For increasing the efficiency of the software defect-fixing process, defect
prediction models are useful for anticipating locations in a software system
where future defects may appear. Identifying software defects is difficult,
mainly for complex software projects. The main difficulty related to building
supervised defect predictors is the fact that the number of defects in software
projects is much smaller than the number of non-defective entities and thus,
the training data is highly imbalanced [2].
In [10] we have introduced a novel method for software defect detection
using fuzzy decision trees (FuzzyDT ). The proposed method uses software
metrics, which are often used for software defect prediction. We have provided in [10] experiments on JEdit and Ant open source systems, to show the
effectiveness of our method. In this paper, we further investigate the FuzzyDT
method on other five publicly available data sets [4] called Ar1, Ar3, Ar4, Ar5
and Ar6. We also analyse different parameter settings for our method. The
following criteria are used in the performed analysis:
• Using different threshold values for the software metrics needed to
define the fuzzy membership functions.
• Using only some selected software metrics or using all of the software
metrics from the data sets for building the fuzzy decision trees.
• Using different impurity functions in building the fuzzy decision tree.
The remainder of the paper is structured as follows. Section 2 presents
the background of the FuzzyDT method for software defect prediction, while
Section 3 describes the criteria used in our further study. Section 4 presents
the experimental results obtained on several case studies, as well as an analysis
of the obtained results and a comparison to related work. Section 5 contains
the conclusions of the paper.
2. Background
In this section we present the main background of the FuzzyDT method
we have previously introduced in [10] for software defect prediction.
A fuzzy decision tree appears to be an effective choice for solving the software defect prediction problem for the following reasons. Most importantly,
the nature of the data concerning software metrics makes a clear differentiation
between the defective and non-defective classes virtually impossible and therefore a certain degree of uncertainty must be taken into account in the decision
process. That is why it is important that accurate fuzzy functions are defined
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and incorporated in the classical decision tree paradigm, thus transforming it
into a fuzzy decision tree.
A fuzzy decision tree [7] follows the classical decision tree paradigm for
classification in the sense that, starting from the entire data set, a tree is
constructed by selecting at any decision step the most relevant attribute with
respect to an impurity measure and splitting the remaining attribute information on several branches according to the distinct values that underlie the
chosen attribute. The internal nodes of the fuzzy tree contain all the instances
from the data set, but each instance has a membership degree to each class.
A leaf node from the fuzzy tree, instead of indicating a single classification as
in the classical approach, contains cumulative membership values to each of
the classes.
However, in the case of the fuzzy approach, the distinct values that enable
the decision branching process of the tree are replaced by fuzzy functions
concerning the attribute. The entropy and the information gain measures,
which play a fundamental part in the decision process, are strongly dependent
not only on the balance in size between the target classes used in training, in
the current case the classes of defective or non-defective software components,
but also on the construction of the fuzzy membership functions concerning
each attribute since these functions need to be established in such a way that
they better enable the defect classification process.
3. Comparison criteria
The FuzzyDT method for software defect prediction presented in Section
2 depends on different parameters, whose selection can influence the accuracy
of the obtained results. In this section we present the comparison criteria that
are used in our experiments and serves as the basis for the study performed
on the FuzzyDT method.
3.1. Thresholds for the software metrics. Our first action is to investigate
how different software metrics thresholds for the fuzzy membership function
influence the results of the algorithm.
All the data sets used for the experiments in this paper contain 29 software
metrics and the class label (defective or non-defective). In order to build
the fuzzy decision trees, we define for each software metric two trapezoidal
fuzzy functions: the first fuzzy function determines the membership degree
of a software metric value to the class of defective entities and the second
fuzzy function determines the membership degree to the class of non-defective
entities.
For defining the fuzzy functions we take inspiration from the work presented in [6]. The authors have created a large data set by computing the value
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Figure 1. The two fuzzy functions defined for the total loc
software metric.

of different software metrics for 111 software systems and identified thresholds
to group the value of these software metrics into three categories: Good, Regular and Bad. They defined the threshold between the first two categories at
the 70th percentile and between the second and the third categories at the 90th
percentile in the data. Similar to this work, we merge the five Ar data sets
used for the experimental evaluation and for each software metric we compute
the value of 70 and 90 percentile and use these values for defining the fuzzy
functions. For example, the two fuzzy functions defined for the total loc software metric, where the two percentile values are 49.9 and 117.6, are presented
on Figure 1.
Denoting the two threshold values used to define the fuzzy functions as a
and b, the membership degree of a software metric value x to the non-defective
class can be computed using Formula (1). Similarly, the membership degree
to the defective class can be computed using Formula (2).

(1)

µnon−def ect (x) =


 1,

b−x
 b−a

0,

x<a
a≤x≤b
x>b
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(2)

µdef ect (x) =


 0,

x−a
 b−a

1,

x<a
a≤x≤b
x>b

Besides using the value of percentiles 70 and 90 as thresholds for defining the fuzzy functions, we use two other pairs of thresholds as well. These
thresholds are presented in Table 1. By modifying the threshold value, we are
actually modifying the section where the two functions overlap. We consider
the first threshold pair Regular and we defined one where the overlap section
is narrower (second row of Table 1), and one where the overlap section is wider
(third row of Table 1).
Name

Percentile threshold Percentile threshold
for a
for b
Regular
70
90
Narrow overlap
75
85
Wide overlap
65
95
Table 1. Different percentile thresholds used for defining the
fuzzy functions.

3.2. Software metrics. In this section investigate the effect of using different
software metrics in building the fuzzy decision tree for the software defect
prediction task.
3.2.1. All 29 software metrics. We use the values of 29 different McCabe and
Halstead software metrics: halstead vocabulary, unique operators, unique operands, total operands, total operators, executable loc, halstead length, total loc,
halstead volume, halstead error, halstead difficulty, halstead effort, halstead
time, blank loc, condition count, multiple condition count, branch count, decision count, cyclomatic complexity, halstead level, comment loc, code and comment loc, decision density, call pairs, design complexity, cyclomatic density,
normalized cyclomatic complexity, design density formal parameters.
3.2.2. A subset of 9 software metrics. For reducing the dimensionality of the
feature set characterizing the software entities, we use the analysis performed
in [11] on the Ar3, Ar4 and Ar5 data sets for selecting relevant software
metrics for the software defect prediction task. For determining the importance of the software metrics information gain (IG) measure was used.
From the software metrics having IG values higher than a given threshold,
9 software metrics measuring different characteristics of the software system
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Figure 2. Selected software metrics

were selected in [11] being representative for the software defect detection
process: halstead vocabulary, total operands, total operators, executable loc,
halstead length, total loc, condition count, branch count, decision count [11].
These software metrics are used as features in our classification task.
The selected software metrics are shown in Figure 2.

3.3. Impurity functions. In this section we investigate the effect of using
different impurity functions in building the fuzzy decision tree.
For building the fuzzy decision tree, two impurity functions are used to
measure the heterogeneity of a set of l software entities labeled as defects and
non-defects. As we have described in Section 2, each internal node from the
fuzzy decision tree stores all the instances from the training data set (let us
denote t by D), but each instance has a certain membership degree to each
class.
The first impurity function is the one usually used when building decision
trees, namely the entropy.
The entropy measure at a node from the fuzzy decision tree is computed
as in Formula (3) and it represents a generalization for the entropy from the
crisp case.

A STUDY ON SOFTWARE DEFECT PREDICTION USING FUZZY DECISION TREES 11

Entropy(node) = −
(3)

ndef ect
ndef ect
· log
−
ndef ect + nnon−def ect
ndef ect + nnon−def ect

nnon−def ect
nnon−def ect
· log
ndef ect + nnon−def ect
ndef ect + nnon−def ect

where ndef ect sums the membership degrees for the defective entities from D,
nnon−def ect sums the membership degrees for the non-defective entities from
D.
The second impurity function we use is the misclassification function. The
misclassification at a certain node from the tree is computed as shown in
Formula (4) and generalizes the definition of the misclassification function for
the crisp case.
(4)
(
misclassif ication(node) =

nnon−def ect
ndef ect +nnon−def ect
ndef ect
ndef ect +nnon−def ect

if ndef ect > nnon−def ect
otherwise

The notations in Formula (4) are the same as in Formula (3).
4. Experimental results
In this section we provide an experimental evaluation of the FuzzyDT
model (described in Section 2) on five open-source data sets previously used
in the software defect detection literature. For each case study, the comparison
criteria presented in Section 3 is applied.
First, the data sets used in our case studies are described, then the obtained
experimental results are provided. An analysis of the obtained results and their
comparison to related work is provided in Section 4.3.
4.1. Data sets. The data sets used in our experiments are called Ar1, Ar3,
Ar4, Ar5 and Ar6, they are open-source and available at [4]. These data sets
were obtained from a Turkish white-goods manufacturer embedded software
implemented in C [11]. From these software products the functions and methods were extracted and these entities are represented as 29-dimensional vectors
containing the value of different McCabe and Halstead software metrics. The
data sets used in our case studies are composed of these high-dimensional
representations. For each software entity from the data sets, the class label
denoting whether the entity is defective or not is known.
Table 2 gives the description of the Ar1 -Ar6 datasets used in our case
studies. For each data set, its difficulty, as well as the number of defects and
non-defects are shown. The measure of difficulty for a data set was proposed
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Data set Defective Non-defective Difficulty
Ar1
9
112
0.666
Ar3
8
55
0.625
Ar4
20
87
0.7
Ar5
8
28
0.375
Ar6
15
86
0.666
Table 2. Description of the Ar1 -Ar6 data sets.

in [3] by Boetticher and represents the percentage of software entities from
the data set for which the nearest neighbor has a different class label. For
computing the difficulty of the data sets we considered only the percentage
of software defects (defective entities) for which the nearest neighbor is nondefective.
One can observe from Table 2 the imbalanced nature of the data sets, with
much smaller number of defective entities than non-defective ones. We also
observe large values for the difficulty measure, which confirm the complexity
of the defect classification task.
In order to make the data sets less imbalanced, we decided to add to
each data set more defective entities, but instead of oversampling or creating
synthetic instances, we use the actual defective instances from the other data
sets. For example, to the 9 defective entities from Ar1 we add all the defective
entities from the other four data sets. In this way, all data sets contain the
same 60 defective entities, while the number of non-defective entities remains
the same as in Table 2. The only exception is the Ar5 data set, which has only
28 non-defective entities and to which we only add the 20 defective entities
from Ar4, making it perfectly balanced.
Figure 3 shows the Ar1-Ar6 data sets reduced to two dimensions using
t-SNE [13], after the aforementioned transformations. It can be seen that the
defective and non-defective instance are clustered very close together, with no
clear way to separate them in two dimensions. This is another proof of the
problem’s intrinsic difficulty.
4.2. Results. For evaluating the performance of the fuzzy decision tree, we
have used a leave-one-out cross validation technique [14]. For each data set a
fuzzy decision tree is built using all but one instances and the tree is tested
on the instance not used for the training. This process is repeated until every
instance from the data set was used once for testing.
During the cross validation process, the confusion matrix is computed. The
confusion matrix contains the number of true positives (TP; defective instances
classified as defective), true negatives (TN; non-defective instances classified as
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Figure 3. Two dimensional representations using t-SNE of
our transformed data sets.
non-defective), false positives (FP; non-defective entities classified as defective)
and false negatives (FN; defective entities classified as non-defective).
In the literature there is a large number of different performance metrics
that can be computed from the confusion matrix. While accuracy (Formula
5) is often used, it is not suitable in the case of imbalanced data sets. A more
relevant evaluation measure for the performance of the software defect classifier
is the Area under the ROC curve (AUC) measure [5]. This measure is usually
used in case of classifiers that, instead of returning directly the class of the
tested instance, return a single value, which is transformed into the class label
using a threshold. For such approaches modifying the value of this threshold
can lead to different values for the Probability of detection (Formula 6) and
the Probability of false alarm (Formula 7) measures. For each threshold, the
point (P f, P d) is represented on a plot, and AUC measures the area under
this curve.

(5)

(6)

Acc =

TP + TN
TP + TN + FP + FN

Pd =

TP
TP + FN
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FP
FP + TN
In case of the approaches where the output is directly the class label, like
our approach, there is one single (P f, P d) point, but it can be linked to the
(0, 0) and (1, 1) points and the area under this curve can be computed using
Formula 8.

(7)

Pf =

P f ∗ P d (1 − P f ) ∗ (1 − P d)
+
2
2
The results achieved for the five data sets used for experimental evaluation
for all the parameter combinations presented in Section 3 are presented in
Tables 3, 4, 5, 6, 7. In these tables, besides the value of the Acc and AUC
metrics, we provide the complete confusion matrices as well.
(8)

AU C = (1 − P f ) ∗ P d +

Thresholds

#Metrics
29

a=70, b=90
9
29
a=75, b=85
9
29
a=65, b=95
9

Impurity
function
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification

TP

FP

TN

FN

Acc

AUC

38
38
35
34
36
39
34
34
39
36
31
31

8
8
5
5
11
12
5
5
4
6
3
3

104
104
107
107
101
100
107
107
108
106
109
109

22
22
25
26
24
21
26
26
21
24
29
29

0.826
0.826
0.826
0.820
0.797
0.808
0.820
0.820
0.855
0.826
0.814
0.814

0.781
0.781
0.769
0.761
0.751
0.771
0.761
0.761
0.807
0.773
0.745
0.745

Table 3. Detailed results obtained for the Ar1 data set.

4.3. Discussion and comparison to Related Work. To get an overall
view of the results, Table 8 presents the minimum, maximum, average and
population standard deviation of the Acc and AUC values across each configuration for each data set. It can be seen that the best average accuracy is
obtained on Ar1, while the best average AUC is obtained on Ar5.
We also record, in Table 9, for each data set the configurations for which
the highest AUC values are achieved. The column T contains the percentile
thresholds, M contains the number of metrics, and I contains the impurity
function of each configuration.
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Thresholds

#Metrics
29

a=70, b=90
9
29
a=75, b=85
9
29
a=65, b=95
9

Impurity
function
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification

TP

FP

TN

FN

Acc

AUC

38
40
36
36
42
42
40
37
44
40
31
33

26
20
12
15
26
26
14
18
24
23
15
18

29
35
43
40
29
29
41
37
31
32
40
37

22
20
24
24
18
18
20
23
16
20
29
27

0.583
0.652
0.687
0.661
0.617
0.617
0.704
0.644
0.652
0.626
0.617
0.609

0.580
0.652
0.691
0.664
0.614
0.614
0.706
0.645
0.649
0.624
0.622
0.611

Table 4. Detailed results obtained for the Ar3 data set.
Thresholds

#Metrics
29

a=70, b=90
9
29
a=75, b=85
9
29
a=65, b=95
9

Impurity
function
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification

TP

FP

TN

FN

Acc

AUC

40
39
27
26
32
41
29
30
36
34
25
26

10
15
7
7
15
13
11
13
6
9
5
5

77
72
80
80
72
74
76
74
81
78
82
82

20
21
33
34
28
19
31
30
24
26
35
34

0.796
0.755
0.728
0.721
0.708
0.782
0.714
0.708
0.796
0.762
0.728
0.735

0.776
0.739
0.685
0.676
0.681
0.767
0.678
0.675
0.766
0.732
0.680
0.688

Table 5. Detailed results obtained for the Ar4 data set.
From Table 9 we can see that in case of each data set the highest AUC
value was achieved for a different configuration.
Since looking at the whole configuration does not lead to a conclusion
regarding the best configuration, in the following we compare the results for
each of the three comparison criteria presented in Section 3 separately. Table
10 shows the results of the comparison.
Thresholds for the fuzzy functions. The second column from Table 10
contains for each of the three thresholds used for the fuzzy functions the number of cases when the highest AUC is achieved for those threshold values, the
other parameters having the same value. For example, for the Ar1 data set,
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Thresholds

#Metrics
29

a=70, b=90
9
29
a=75, b=85
9
29
a=65, b=95
9

Impurity
function
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification

TP

FP

TN

FN

Acc

AUC

24
24
21
22
22
19
21
21
21
22
20
22

4
2
6
6
5
5
6
6
5
4
6
6

24
26
22
22
23
23
22
22
23
24
22
22

4
4
7
6
6
9
7
6
7
6
8
6

0.857
0.893
0.768
0.786
0.804
0.750
0.768
0.768
0.786
0.821
0.750
0.786

0.857
0.893
0.768
0.786
0.804
0.750
0.768
0.768
0.786
0.821
0.750
0.786

Table 6. Detailed results obtained for the Ar5 data set.
Thresholds

#Metrics
29

a=70, b=90
9
29
a=75, b=85
9
29
a=65, b=95
9

Impurity
function
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification
Entropy
Misclassification

TP

FP

TN

FN

Acc

AUC

40
42
39
39
35
37
38
38
39
40
35
35

13
11
6
6
16
14
6
4
5
5
5
5

73
75
80
80
70
72
80
82
81
81
81
81

20
18
21
21
25
23
22
22
21
20
25
25

0.774
0.801
0.815
0.815
0.719
0.747
0.808
0.822
0.822
0.829
0.795
0.795

0.758
0.786
0.790
0.790
0.699
0.727
0.782
0.793
0.796
0.804
0.763
0.763

Table 7. Detailed results obtained for the Ar6 data set.
Acc
AUC
Min Max Avg Stdev Min Max Avg Stdev
Ar1
0.797 0.855 0.821 0.013 0.745 0.807 0.767 0.017
Ar3
0.583 0.704 0.639 0.033 0.580 0.706 0.639 0.034
Ar4
0.708 0.796 0.744 0.032 0.675 0.776 0.712 0.039
Ar5
0.750 0.893 0.795 0.042 0.750 0.893 0.795 0.042
Ar6
0.719 0.829 0.795 0.032 0.699 0.804 0.771 0.030
Table 8. Minimum, maximum, average and population standard deviations of the obtained values on each data set.

Data set
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Data set
T
M
I
Ar1
65-95 29
Entropy
Ar3
75-85 9
Entropy
Ar4
70-90 29
Entropy
Ar5
70-90 29 Misclassification
Ar6
65-95 29 Misclassification
Table 9. The configurations for which the highest AUC values
are achieved.

we compare the AUC values achieved for 9 software metrics with Entropy,
for the three possible threshold values. When two thresholds have the same
maximum AUC value, both are considered.
Number of software metrics used. Table 10 contains on the third column
for both values for the number of software metrics used the number of cases
when the value of the AUC measure is higher for that software metric number,
the other parameters having the same value.
The impurity function used. The last column from Table 10 contains for
both impurity functions used the number of cases when the value of the AUC
measure was higher for that impurity function, the other parameters having
the same value. The last column, Ties, counts the number of cases when the
AUC value is the same for the two impurity functions. From Table 10 we can
see that, even if Misclassification has the highest number of wins, there is no
significant difference between the two impurity functions. While in case of the
other two criteria one of the parameter values always has about twice as much
wins as the other(s), in this case the difference between the number of wins
for the two impurity functions is only one and there are also 7 ties. What is
interesting is how these wins are achieved: on the Ar1, Ar3 and Ar4 data sets
together Entropy has 10 wins (from a total of 11 wins) and Misclassification
only 4 (and there are 4 ties), while on the other two data sets, Ar5 and Ar6,
Misclassification has 8 wins and Entropy only 1.
Threshold value
70-90 75-85 65-95
Number of wins
12
5
6
Ties
–

# Software metrics
Impurity function
9
29
Entropy Misclassification
10
20
11
12
–
7

Table 10. Comparison of our results based on the considered
comparison criteria.
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Approach
Ar1 Ar3 Ar4 Ar5 Ar6
Our FuzzyDT
0.807 0.706 0.776 0.893 0.804
Genetic Programming [1]
0.530 0.67 0.65 0.67 0.630
Multiple Linear Regression [1]
0.550 0.61 0.62 0.55 0.590
Binary Logistic Regression [15]
0.551 0.87 0.73 0.39 0.722
Logistic Regression [12]
0.734 0.82 0.82 0.91 0.640
Logistic Regression [9]
0.494 n/a
n/a
n/a 0.538
Artificial Neural Networks [9]
0.711 n/a
n/a
n/a 0.774
Support Vector Machines [9]
0.717 n/a
n/a
n/a 0.721
Decision Trees [9]
0.865 n/a
n/a
n/a 0.948
Cascade Correlation Networks [9] 0.786 n/a
n/a
n/a 0.758
GMDH Network [9]
0.744 n/a
n/a
n/a 0.702
Gene Expression Programming [9] 0.547 n/a
n/a
n/a 0.688
Table 11. Comparison of our average AUC with related work
on the same data sets.

Comparison to related work. Table 11 compares our best AUC values
with supervised learning methods from the literature. It can be seen that our
fuzzy decision tree approach leads to better results than most of the other
approaches. Out of 11 other approaches, our approach is the second best on
four of the data sets (Ar1, Ar4, Ar5 and Ar6 ), and third best on the remaining
Ar3.
Figure 4 presents, for each data set, how many of the other approaches our
method outperforms. One can observe that the FuzzyDT method presented
in this paper outperforms most of the approaches considered for comparison.
We note that some of the authors we compare ourselves to report average
AUCs, while others, such as [1], report the best values. Since our standard
deviations are small, we consider our comparisons to still be relevant and
insightful.
5. Conclusions and Further Work
In this paper we have presented a study on the effect of changing different
parameters for the FuzzyDT method we have previously introduced in [10] for
software defect prediction. We have considered three possible variations for the
FuzzyDT, and reported and analysed the results on the Ar open-source data
sets. We showed that all variations can perform well, depending on the data
set we are working with. This is why we recommend to try multiple settings
and choose the best performing one for the problem at hand.
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Figure 4. Counts of related work methods that are better and
worse than FuzzyDT on the considered data sets.
Considering the thresholds for the fuzzy functions comparison criterion we
can observe that the best threshold for defining the fuzzy functions seems to
be 70-90. It provides higher AUC than the other two thresholds 12 times,
which is slightly more than half of the cases. From the number of software
metrics point of view we can see that using all the software metrics from the
data set leads to better results than using only the 9 software metrics selected
in [11]. The best impurity function which should be used can depend on the
exact data set. Therefore, it is impossible to choose the best impurity function
for a data set without performing experiments that consider both Entropy and
Misclassification.
The experimental results we have obtained for the best parameter setting
show that the fuzzy decision tree approach performs better than most of the
existing approaches for the software defect prediction task. Further work will
be done to use function approximation methods (like neural networks, radial
basis function networks, etc.) to learn the fuzzy functions.
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STUDIA UNIV. BABEŞ–BOLYAI, INFORMATICA, Volume LXI, Number 2, 2016

A COMPUTATIONAL PERSPECTIVE OF THE
ORGANIZATIONAL CULTURE EVALUATION
GELU I. VAC, BAZIL PÂRV, AND VASILE LUPŞE
Abstract. Any business starts with an idea and a vision. The idea is usually the description of what to do and the vision is the description of how
to do it. A successful business is hardly given by the idea as it is mostly by
its implementation, generically given by the vision. This current paper is
aiming to give a possible answer of how to track and improve both the idea
and the vision using computed versions of economical notions such as company culture, department culture, technology culture and/or the culture of
a customly created area of interest combined with AHP methodology and
time series which all together can join to provide a valuable feedback as a
full set of perspectives (Hofstede’s dimensions) to measure the deviations
from the initial vision and idea.

1. Introduction
The culture of a company is an extensive notion. Talking about it is wide
topic. Establishing it is huge eﬀort. Evaluating the actors inside a company
against the companys culture is laborious work. Stimulating the company to
respect the culture set (keeping it on the floating line), means to stimulate its
employees to respect it [14].
When you ask a manager whats his/her dream about the employees/teams/
departments they will most likely say: “I would like my Employees to be smart
enough, fast enough, proficient enough, etc.”. But “enough” is not a number
on a scale. Still, it is not too bad, since we have already heard a management principle not far from the same expression. That is “just enough” and
it belongs to Agile SCRUM management methodology [26].
Received by the editors: June 13, 2016.
2010 Mathematics Subject Classification. 62C86, 68M20, 68U35, 90B50.
1998 CR Categories and Descriptors. H.4.2 [Information Systems Applications]:
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Key words and phrases. performance indicator, key performance indicator, agility indicator, company culture indicator, department culture indicator, technology culture indicator.
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The importance of the organization culture has been a subject to debate
for a very long time now, since it has been noticed along time that missinterpretation of core company values or either ignoring them easily leads
to conflicts which erode the company from inside out causing eventually the
company to collapse [25]. Small things like gestures can have a big negative
impact over the company when it comes to communication between company
branches from diﬀerent regions of the world [17]. For example, a hand sign
meaning OK in USA actually means zero (null) in Russia, money in Japan
and an insult in Brazil. Avoiding eye-contact is a sign of respect in eastern
Asia while it means deceiving intentions in western Europe [23].
This paper is the second in a series of papers dedicated to improving the
quality of decisions taken by decision makers involved in an organization (company, institution or project) who have an impact on a larger or considerable
scale. Further on, we will consider such a person as a Relevant Decision
Maker (RDM ).
The first paper, [27], defines the formal model of the reference system we
will use to create the context that can help a RDM to better evaluate his
alternatives. Better yet, it is a system that should help the relevant decision
makers to calibrate their organization, which means in this case to position
their organization with respect to market standards and self expectations [9].
The current paper is aiming to compute the culture of a company using
Hofstede’s dimensions [15], then to evaluate how much the company’s employees/teams/departments respect that culture (that is their own level of agility
/willingness to adapt to the company’s vision) and how well they have been
stimulated to get to respect it as they should (or even better: as they are
expected to) [2, 10].
In order to do so, we start by comparing values inside a reference system
which contains historical context data over a certain period of time, the actual
status of the evaluated target inside that context and the stimuli applied to
the evaluated target (employee/department/technology/company) [1, 5, 21].
Then, you need to state how specific do you want to be about your company’s
culture that is a numerical value meant to specify the highest level of importance/weight you want to set (the lowest will always be 0 (zero)). And we will
call it importance scale of the company’s culture.
Our target is to help organizations to become more stable while they grow.
We believe that having an automated system which could manage periodical
measurements on all levels of the organization, top to bottom, and applied on
diﬀerent layers from the generic overview to a very specific target (like onion
leafs) could empower the system to oﬀer valuable solutions to avoid future
conflicts.
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We are aiming four directions of research: company level, department level,
technology (expertize) level and the level of custom defined area of interest.
For each of these levels we will define the indicators we would like to evaluate.
Using the technique of online queries and tests we will try to compute values
for high-level indicators (Criteria). Our online platform [3] will record the
results per each evaluation session and compute them graphically for a visual
representation, relevant to a RDM . Our focus as an AoI in this paper is on
the technical leaders of each production team.
We have chosen Hofstede’s dimensions to cover complete specter of company culture for our set of criteria we want to use for this process as follows: Organizational Eﬀectiveness, Customer orientation, Control, Focus, Approachability and Management philosophy.
The structure of the paper is as follows. After this introductory section, the
next one introduces main concepts: business culture, organizational culture,
and key performance indicator. Third section describes the mathematical
model, consisting of several culture indicators considered at diﬀerent scales of
granularity, whose use is exemplified in the fourth section. The last section
contains some conclusions and sketches further research directions.
2. Definitions
This section introduces main concepts we operate throughout this paper.
We define the ground reference definitions regarding the generic understanding
of Business culture and Organizational culture, in order to define the context
and the input we are aiming to process within our framework. The definition
of Business culture will next help us define the working variables of the our
framework by the shape of indicators (KP I) which we will try to track and
evaluate [8, 13, 18].
Definition 1 (Business culture [20]). The Business culture is related to
behavior, ethics, etiquette and more. A business culture will encompass as
Organization’s values, visions, working style, beliefs and habits.
This notion is improved below by the following which will help us better
shape up the notions we want to debate in this paper, which is extending the
generic notion of culture to every level of the Organization so that a RDM
can have access and evaluate in detail each subordinated entity, but still have
access to the global view of the Organization he/she is involved in.
Definition 2 (Organizational culture [6, 28]). The values and behaviors that
contribute to the unique social and psychological environment of an Organization.
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Organizational culture includes an organization’s expectations, experiences,
philosophy, and values that hold it together, and is expressed in its self-image,
inner workings, interactions with the outside world, and future expectations.
It is based on shared attitudes, beliefs, customs, and written and unwritten
rules that have been developed over time and are considered valid. Also called
corporate culture, it’s shown in
• the ways the organization conducts its business, treats its employees,
customers, and the wider community,
• the extent to which freedom is allowed in decision making, developing
new ideas, and personal expression,
• how power and information flow through its hierarchy, and
• how committed employees are towards collective objectives.
We need the two definitions because we are aiming not only to evaluate
businesses, but also public institutions like a city hall or a university.
Definition 3 (Key Performance Indicators [6]). The Key Performance
Indicators (KP I) are key business statistics such as number of new orders,
cash collection eﬃciency, and Return of Investment (ROI), which measure a
firm’s performance in critical areas. KPIs show the progress (or lack of it)
toward realizing the firm’s objectives or strategic plans by monitoring activities
which (if not properly performed) would likely cause severe losses or outright
failure.
Inside this paper we will define indicators which are key to the metric
implementation of culture as we propose it in order to outcome performance
[19]. Starting from the above definitions we will try in the following chapters
to argument why the indicators we propose or key to measure performance
from the organizational culture perspective.
3. Mathematical model
This section gives the definition of variables and indicators used in the
evaluation of a company (i.e. specific culture) along with their equations by
which we will compute the hard numbers. For each specific culture we will
also compute its boundaries (i.e. scale), respectively the maximum potential
value (as we consider 0 the absolute minimum).
For the purpose of exemplification, we attach here an example of organizational chart which will serve for future computations to prove the significance
of the indicators that will be defined further on. Moreover, we will give examples of how to compute specific culture for the company, for the software
department, for the .Net technology and for the leaders of each department
(i.e. custom area of interest).
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Figure 1. Company Organizational chart
3.1. Area of Interest. Department and Technology are two ways of grouping
the evaluation criteria, allowing a better understanding of the evolution of the
initial vision. Of course, each has its own specific non-linear subset of aspects,
first of all because they each mean something very specific in its context, BUT
sometimes these two can simply not provide enough information to have the
best perspective of the evolution of someone’s idea and vision implementation,
so we prefer to leave an opened door to cover that.
In what follows, we define additional concepts to support various perspectives by which to measure the cultural dimensions of an organization in order
to enforce the power of the output analysis as we suggest in our case study.
Definition 4 (Area of Interest). The Area of Interest (AoI) represents the
subjective way of grouping criteria used to evaluate a certain target, either it
is a company, department or team. It is a meta-indicator to help business
developers better evaluate their vision. (e.g. department leaders, technology
experts, etc.)
It is not always about what we analyze, as in criteria set, but also how we
analyze it, as in how realistic is the importance we demand for each criterion.
We believe that having an in-depth perspective of the way organizational culture is reflecting from top to bottom could help any RDM better define the
importance they set for each criterion which will help them better shape their
organizational culture.
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3.2. Scales of Importance / Relevance / Weights.
Definition 5 (Importance Scale). The Importance Scale (IS) is a closed
interval of numeric values representing weights in consecutive order from the
lowest to the highest value in the set, where the lowest value is always 0. The
smallest group of values should not contain less than three consecutive values.
The largest group of values can be adapted to each individual specific need.
When setting up a scale we actually specify the level of accuracy of our
metric. The higher this level, the better chances for accuracy. For our experiment we have set a range of 0 to 100, just as suggested by Hofstede, so that
we can use his work as a reference to validate ours.
Scenario 1. If the decision is to indicate a unique value in the defined scale
range, the number of allocated values can match the number of evaluated criterion or other indicator that participates into a specific computation.
Scenario 2. If the decision is to have a better granularity and easy means of
computation, the number of allocated values should be a round number and a
multiplication of the value 10 (e.g. 10, 20, . . . , 100, etc.).
Depending on the scale of an organization we chose to evaluate, we can
choose either scenario to follow. We believe that a scale should reflect in size
the complexity of the organization.
Definition 6 (Maximum Importance Scale). The Maximum of an Importance Scale (M IS) is a numerical value representing the extreme right
value of the interval of potential values to be taken into consideration when
evaluating weights on any Importance Scale.
The maximum value of the importance scale will be an argument in the
equation for further computation of system boundaries.
Definition 7 (Company culture Importance Scale). The Company culture
Importance Scale (ISCC ) represents an Importance Scale previously and
individually set in order to measure the Company’s culture. M ISCC is the
highest potential value for the range of chosen ISCC values.
A certain target to be evaluated, either it is a company, department, team
or individual human resource, is being evaluated against several criteria. The
proposal was to quote each criterion with an importance/weight mark that is
a numerical value between 0 (zero) and the value represented by the company’s
importance scale. We will call it Criteria Importance Scale (ISCr ) and it
is dependent on the selected Criteria: ISCr = f (C).
Definition 8 (Company Importance Scale). The Company Importance
Scale (ISC ) represents an Importance Scale previously and individually set in
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order to make generic Company measurements. It usually represents the base
foundation and reference of weights allocation per each evaluated Company.
M ISC is the highest potential value for the range of chosen ISC values.
The ISC is the implementation of a specific organization we chose to evaluate.
Definition 9 (Criteria Importance Scale). The Criteria Importance Scale
(ISCr ) represents an Importance Scale previously and individually set in order
to make generic Criteria measurements. M ISCr is the highest potential value
for the range of chosen ISCr values.
Each Criterion is specific to a certain aspect of the evaluation process,
ranging from extremely technical to extremely soft skills, grouped in Areas of
Interest (AoI). The proposal is to quote by Importance each such AoI, called
Area of Interest Importance Scale (ISAoI ) and it is dependent on the selected
AoI: ISAoI = f (AoI) = f (sum(Cr)). Another recommendation is to identify
as granular as you can any AoI in order to cover any perspective of the market
with regards to your Business.
3.3. Culture indicators. In this section will be described the culture Indicators as they can become suitable enough in terms of retrieving the adequate
aspect perception and context for a RDM . For each of the following sections
we will define and describe the constant reference (C(X) ) and the evaluated
variables (AC(X) ) which will make subject of a graphical representation as can
be seen in the Case study section.
For each evaluation session, we need to rely on the number of participants.
Depending on the size of the organization, each session will be structured
around a form of aggregation for the participants, like teams or departments.
Further, we will consider the Department as the smaller such form.
For each culture indicator we provide several equations for computing
them, depending on the complexity of the target organizational structure for
which it is computed. The context is explained in the form of diﬀerent scenarios. Some of them are independent and others are interconnected as we will
specify below.
3.3.1. Department culture Indicator. Starting from the way things can physically be evaluated, we will consider a Department as consisting of two groups
of assets: technical and human, each with its own set of Criteria and furthermore we will consider two diﬀerent scenarios to compute both complementary
cases, as follows:
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Definition 10 (Department culture Indicator). The Department culture
Indicator (CD ) can be computed as follows from two diﬀerent perspectives
considering the internal organizational means from inside a company:
Scenario 3. CD is a computed value, being the result of summing the Expected
Value (ExV ) multiplied by its weight (ICr ) across all evaluation criteria set
to reflect the initial vision of implementing an idea into a Business regarding
that specific Department and multiplied the the Department’s weight ID .
[
(1)

∑

CD =

]
(ICr × ExVCr ) × ID

Cr∈D

Scenario 4. CD is a computed value and the result of applying the arithmetic
average over all individuals considering their ExV as per each professional
level multiplied by their corresponding ICr across all evaluation criteria set to
reflect the expectation of each professional human resource (HR) involved in
that Department and multiplied the the Department’s weight ID .

(2)

CD = 

∑

∑


ICr ×

(ExVCr (HR))

HR∈D

NHR

Cr∈D


 × ID

Definition 11 (Department Actual culture). The Department Actual culture Indicator (ACD ) is the actual value of computing the culture of the
department as a result of each individual Evaluation Session [27].
As a consequence, we will use two diﬀerent mathematical equations to
compute the ACD , one based on the entire Criteria set, just as explained
already earlier:
[
(3)

ACD =

∑

]
(ICr × AVCr ) × ID

Cr∈D

and the other one based on computing the evaluation of all individual
Employees assigned to the Department:

(4)

ACD = 

∑
Cr∈D


ICr ×

∑

(AVCr (HR))

HR∈D

NHR


 × ID
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3.3.2. Company culture Indicator. We will use this indicator to compute the
culture of the entire Company out of the desired Criteria and Expectation
Values which a relevant decision maker can set over them. Just as we have
mentioned earlier, evaluating a Company is a laborious task with complex mechanics [7], so we will present two scenarios that can be used to compute the
culture Indicator, one coming directly from the Criteria set and its related Expectations (Expected Values) and the other one from individual Departments
culture Indicators, respectively gathered using a summing mathematical formula. If a company is of small size, without any departments OR has applied
a flat organizational structure, we only need to apply the first scenario (flat
structure) in order to evaluate its culture. Otherwise, we need to use either
the second scenario (deep structure), or both for better reference.
Definition 12 (Company culture Indicator CC ). Depending on the Size and
the Maturity Level [16, 24] of the Company, respectively, we can define this
indicator either as follows:
Scenario 5 (flat structure). CC is a computed value and the result of summing
the Expected Value (ExV ) multiplied by its weight (ICr ) across all evaluation
Criteria set to reflect the initial vision of implementing an idea into a Business.
(5)

CC =

∑

(ICr × ExVCr )

Cr∈C

Scenario 6 (deep structure). CC is a computed value and the result of summing ExV multiplied by its corresponding ICr across all Departments and
multiplied by its weight (ID ) set to reflect the initial vision of implementing
an idea into a Business.
(6)

CC =

∑

CD

D∈C

For each existing department that has been created, there was a reason
behind its creation - which means that we can in fact use that reasoning in
order to apply Weights to each Department, so that we can clearly evaluate
the impact and Relevance of each Department inside the Company.
Definition 13 (Company Actual culture). The Company Actual culture
Indicator (ACC ) is the actual value of computing the culture of the Company
as a result of each individual Evaluation Session [27].
As a consequence, we will use two diﬀerent mathematical equations to
compute the Company Actual culture ACC , one based on the entire Criteria
set, just as explained already earlier:
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ACC =

∑

(ICr × AVCr )

Cr∈C

and the other one based on computing individual Departments indicators:
(8)

ACC =

∑

ACD

D∈C

as per each scenario explained in the root definition.
3.3.3. Reference scales. All of the indicators defined earlier need an adapted
system of references where we can set the computed data. This way, they
can be evaluated by company owners or project leaders so that they can base
their future decisions upon. We will note the highest potential value of each
reference scale by M RV (as in Maximum Reference Value) and we’ll define it
individually for each of the previously defined notions.
Also, we will consider the variable M EV as the highest potential value we
chose to set for any of the evaluation values, either it is a Standard Value,
Expected Value or Actual Value (which inside the database structure it has
been called M axEvaluationLevel [27]).
We will consider the system of coordinates as shown in the Figure 2 to assemble all of the computed indicators and evaluate them against the Expected
culture of the Organization.

Figure 2. Generic Reference Scale
So, in order to define the reference values for either the Criteria, Department or Technology, we will define the following equations which are supposed
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to define the extreme positive dimension of the Indicators axis:
The Maximum Reference Value for an Evaluation Criteria (MRVCr)
will be the product of the value representing the Maximum Evaluation Value
previously set for the entire Company or Organization (M EV ) by the value
representing the Maximum Importance Level previously set for evaluating Criteria (M IVCr ).
(9)

M RVCr = M EV × M IVCr

The Maximum Reference Value for a Company (M RVC ) will be
the product of the value representing the Maximum Evaluation Value previously set for the entire Company or Organization (M EV ), the value representing the Maximum Importance Level previously set for evaluating Criteria
(M IVCr ) and the Total Number of Criteria chosen to evaluate the Company
or Organization (NCr ).
(10)

M RVC = M RVCr × NCr

The Maximum Reference Value for a Department (M RVD ) will
be the product of the value representing the Maximum Evaluation Value previously set for the entire Company or Organization (M EV ), the value representing the Maximum Importance Level previously set for evaluating Criteria
(M IVCr ), the Total Number of Criteria chosen to evaluate the Department
(NCr ) and the Maximum Importance Level set for Departments (M IVD ).
(11)

M RVD = M RVCr × NCrD × M IVD
4. Case study

For better exemplification, we will use the Organizational chart shown in
Figure 1 to build the Reference System upon and compute the culture Indicator values of the company (CC ) to be used in further graphical representations,
visually useful for a RDM . Using our online platform, we have defined a small
local company (GCI), configured all five of its employees and traced it during
three trimesters.
The minimum number of indicators to use is already fairly big, so tracking
inside a considerably wide reference system will be a burden unless implementing visual means to help hasten a manager’s reaction. For this case we have
used six criteria, the corresponding six dimensions proposed by Hofstede.
The full exercise to create the Company culture overview implies calculating the Actual culture (AV ) over each Evaluation Session and compare it with
the Expected culture (ExV ), which in our case has been computed to 174500.
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Figure 3. Computed evolution of Company culture
The graphical representation should oﬀer to a RDM a visual understanding
of the consequences of his previous decisions while trying to stimulate the employees to respect the implementation of the initial vision. In order to create
the entire visual graphic, we need to compute the Maximum Reference
Value of the vertical Axis which represents the culture values. As per each
evaluation Session, we have computed the following AC values: for Q4 2015
it is 153900, for Q1 2016 it is 164940 and for Q2 2016 it came out 113100.
If we want to take a look at the Department culture overview, we need to
respect the similar flow, but applied at the level of Departments and compute
the Maximum Reference Value accordingly (M RVD ).
The even more interesting perspective oﬀered by the ARS implementation
is the ability to chase all evaluation sessions per all evaluated dimensions
and compare them against their importance (ICr ) as we have set per each
dimension. For instance, as you can see, the team has lost a great deal of
Focus while trying to improve Customer orientation and Control. So the
mission of the RDM for the upcoming trimester is to balance measures in
order to recalibrate the company. The new challenge of the Company is to
gain Focus without losing its Customer orientation.
5. Conclusions and further work
Computing culture Indicators means a full-time job of continuous integration and adaptation of all variables in order to educate both the Vision and
all Actors who participate in the process of implementing the Vision [11, 12].
Implementing an Idea and its Vision into a Business is a valuable work,
but a tricky thing. Diﬀerent areas of Business react to diﬀerent stimuli, use
diﬀerent key Criteria sets and need careful analysis of all culture Indicators
evaluation.

COMPUTATIONAL PERSPECTIVE OF ORGANIZATIONAL CULTURE

33

Figure 4. Computed evolution of dimensions

Part of a Business’s success stories is all about optimizing processes down
to the tiniest detail. In this case, optimization of processes means the continuous adaptation and improvement of Criteria Sets, Scales of Importance and
optimization of all equations computation.
We have focused our trial experimentation [3] on a very small company
and therefore another goal for us would be to implement this system on a high
scale company with a complex organizational structure and also a complex
employees structure as a level of expertise.
Considering this, one of the future work experiences we would like to
dedicate time to is to define the mechanics and mathematical equations to
compute and discover the best suitable Set of Criteria and Scale of Importance
for any specific Organization so that it could improve the means by which
Actual culture can meet the Expected culture [4].
Stable markets are relatively easy to integrate Businesses into. But trying to implement a Business into an emerging market who’s regularly facing
exponential degrees of change, applying indicators becomes a challenge and
adapting variables becomes a highly consistent work [22].
So, the future work we would like to dedicate time to is building a Decision
Model to help improve the implementation of a complex idea from the Software Industry into a dynamic/emerging market and tracking it from a Change
Management methodology perspective.
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ASYNCHRONOUS ACTIVATION IN SPATIAL
EVOLUTIONARY GAMES
EMIL BUCUR, MARCEL CREMENE, AND DUMITRU DUMITRESCU
Abstract. Situations where honest people interact with dishonest people
are ubiquitous. Problems emerge spontaneously and leaders must face the
situations accordingly. In any civilized society honest people respect the
laws while dishonest people do not. Decision makers need to take proper
measures in order to avoid emergence of social problems as a consequence
of dishonest behavior.
Studies proved that in order to discourage social dishonest behavior,
punishment probability is more important than punishment severity. Honest/dishonest dynamics are analyzed within the Social Honesty game.
Transition intervals for punishment probability are indentified and analyzed.
The following paper illustrates how the punishment probability influences the outcome of interactions between players, using asynchronous
models of activation.

1. Introduction
Dishonest actions often cause social problems and decisions are needed in
order to maintain stability and satisfaction amongst the people. Real-world
situations reveal that there are no utopian societies. Individuals choose dishonest behavior for their own personal gain when the punishment probability is
low or the punishment severity can be compensated by the benefits as a result
of their decisions [6]. Interactions between individuals are actually transactions [13], moreover a dishonest strategy used by a dishonest player leads to a
greater payoff for the latter [13]. That kind of benefit can be seen as a payoff
of crime [11].
Different models of analysis of social interactions are used. A new game
called Social Honesty is proposed. Interactions between individuals are based
Received by the editors: March 03, 2016.
2010 Mathematics Subject Classification. 35Q91, 91A80.
1998 CR Categories and Descriptors. I.2.11 [ARTIFICIAL INTELLIGENCE]: Distributed Artificial Intelligence – Intelligent agents .
Key words and phrases. Social Honesty, hybrid update strategies, punishment probability,
Game Theory.
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on imitation. Amongst any other species humans have proved to be the most
adaptable of species. We have the most well developed sense of cooperation
[4, 16]. For the dishonest players to succeed honest players must be present in
the game.
Honest/dishonest interactions are analyzed within the fields of Cellular
Automata and Evolutionary Game Theory (GT). Punishment has a crucial
role in deterring dishonest behavior. Social experience has shown that a low
probability of punishment is ineffective in promoting honest behavior, even if
the severity is high [1]. A classical example is the United States Prohibition.
In real complex systems synchronous activation is rarely seen. Nature finds
different landmarks for individuals to operate, whether we talk about people,
animals, plants or any other beings. Biological systems tend to reorganize or to
find landmarks according to an internal biological clock or natural phenomena
that affect the environment or human intervention. The studies made in the
Social Honesty game [13] proposed a synchronous activation of players. Since
in real situations players choose if they want to play or not, we propose different
models of asynchronous activation, based on Cellular Automata, like Random
Order Schema and the Clock Schema [7].
In this paper we study the effects of asynchronism over the ”p-transition
intervals” and critical values for punishment probability. Honest and dishonest players tend to organize themselves into clusters from the first rounds of
interaction. We call a transition interval an interval of punishment probabilities where the percentage rate of honest players changes from 0% to 100%.
The probabilistic payoff determines what kind of strategy a player is choosing
for the next interaction [13].
The following paper is organized as follows: Section 2 presents the asynchronous activation in Social Honesty game together with experimental results
using different models of asynchronous activation, the presence of asynchronism in biological systems is presented in Section 3 and conclusions and directions for further research in Section 4.

1.1. Activation mechanisms. In order to implement asynchronous mechanisms of activation, we use the following models:
The Random Order schema defines randomly the players who will activate
for every round [7]. The study tested a pr =0.5 probability for any player to
interact with other players (pr -probability of acting with the Random Order
schema). If a player is not active then no interactions with other players are
possible.
The Clock schema defines a period of activation for each player by assigning
a timer [7]. The period of activation is set at random for each player for a
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maximum of 5 rounds. Every round is considered to be an increase of the
timer for every player. If the timers have exceeded the period defined, the
states are updated and the timer is set to zero [7].
The Cyclic schema defines at each time step a node to be chosen according
to a fixed update order, which was decided at random during initialization of
the model [19].
Finally we use a combination of the two methods. Players activate synchronously with a subgroup of players activating according to the Clock schema.
The probability for a player to activate according to the Clock Schema was set
to pc = 0.5. A subgroup of maximum N/2 players (where N × N =total number of players) where randomly defined in order to activate according to the
Random Order schema. Any player activating according to the Clock schema
can also activate according to the Random Order schema with a probability
of pr =0.5.

2. Asynchronous activation in Social Honesty model
The moral standards of a society, traditions, customs etc. influence the
way individuals take decisions. Assuming traditions, morality, customs, laws,
education to be more than necessary for a individuals personal success would
be improper. The Social Honesty (SH) game analyses human interaction based
on imitation.
For convenience we call an H-player a player who chooses a honest strategy
and a D-player is a player who chooses a dishonest strategy [13].
The matrix of the Social Honesty game [13]:
Player 1/Player 2 Honest (H)
Dishonest (D)
Honest (H)
c, c
0, A
Dishonest (D)
A, 0
B, B’
.
Players in the SH game get certain payoffs as follows: - if two H-players
interact, the payoff for each player is c>0 ; - if an H-player interacts with a
D-player, the H-player gets a payoff equal to 0 and the D-player is punished
with the probability p1 . If not punished the D-player gets the payoff a (a>c)
[13].
The D-players payoff can be described as a random variable A [13]:


−S
a
A=
p1 1 − p1
Interactions between two D-players lead to the following:
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- each one of them may be punished with probability p2 ;
- if none of them is punished then only one gets a positive payoff b [13]
and the other gets 0.
The payoffs for each D-player, can be described as the next variables B
and B’ [13]:
!
−S
0
b
1 − p2 1 − p2
B=
p2
2
2
and
!
−S
0
b
0
1 − p2 1 − p2
B =
p2
2
2
Experiments were made with two values of N: 100 and 200, using Moore
neighborhood [14], and the ’survival of the fittest’ principle [18] as the update
strategy, each player imitates the one with the highest payoff. If a player is
not active during a round then he cannot imitate another player and cannot
be imitated. We use the same punishment severity S=2.
2.1. The Transition Interval for Asynchronous Updating Mechanisms.
We study the effects of asynchronous activation on an initial population of
100 × 100 and 200 × 200 players, with 50% Honest players and 50% Dishonest
players distributed randomly. We set S=2 and use different punishment probabilities (p). Transition intervals reveal the changes in H/D players rate. It
can be observed that the fluctuations are much greater using the Clock schema
combined with the Random Order schema as shown in Fig. 3, than using only
the Clock schema as a asynchronous mechanism of activation (see Fig. 1).
When using the Random Order schema, the transition interval is much
smaller than when using the combination of the two schemas. (Fig. 2). The
effect of randomness leads to a faster change in H/D players rate in the case
of Random order. However activation using the Clock schema leads to more
stable results in time (see Fig. 4) than the Random order schema (see Fig. 7).
Tests show that when players act according to a certain rule, rather than
randomly, the population of H-players is much more stable in time, even if the
fluctuations are present.
In Fig. 1 the transition interval for players activating according to the
Clock schema, is significantly larger than in Fig. 2, for players using the
Random order schema. For smaller changes of p, the players rate changes. Hplayers are able to dominate for values of p greater than the maximum value of
the transition interval. Increasing the maximum number of cycles will increase
the value of the two limits of the transition interval. The size of the transition
interval remains the same.
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The transition intervals forp
Activation mechanisms
Synchronous
Clock
Random Order
Cyclic
Clock schema and a
subgroup of players activating randomly

Fig.1a.

are shown in the next table:
100 × 100 players 200 × 200 players
0.12 - 0.18
0.12 - 0.18
0.22 - 0.26
0.22 - 0.26
0.28 - 0.29
0.28 - 0.29
0.233 - 0.238
0.233 - 0.238
0.22 - 0.26
0.22 - 0.26

Asynchronous activation using the

Clock schema (N=100)

Fig.1b.

Asynchronous activation using the

Clock schema (N=200)

Simulations of the game using the clock schema start with 50% honest
players distributed randomly. Fig.1a and 1b show the transition intervals for
the clock schema. Results were obtained over an average of 100 repetitions,
each repetition with 20000 rounds and a punishment severity of S=2. When
increasing the value of p we notice that the honest players rate changes with
few fluctuations. The clock has a maximum of 5 cycles, chosen independently
and randomly for each player. The transition interval reveals fluctuations in
the player percent rate (see Fig.4a, 4b and 6). The percentage of honest players
increases along with the incrementation of p while the number of dishonest
players decreases down to 0%, leading to a honest domination with values of
p greater than the upper limit of the interval.
Simulations of the game using the Random Order schema start with 50%
honest players distributed randomly. Fig.2a and 2b reveal the transition intervals for the Random Order schema. Results were obtained over an average of
100 repetitions, each repetition with 20000 rounds and a punishment severity
S=2.
Each player has a probability of pr =0.5 to play. Experiments reveal that
the transition interval is smaller than the transition interval for the clock
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Fig.2a.

Asynchronous activation using the

Random Order schema (N=100)

Fig.2b.
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Asynchronous activation using the

Random Order schema (N=200)

schema, with greater fluctuations. The random effect causes dramatic changes
in the game outcome. For values of p lower than 0.29 in the transition interval,
there is no constant increase in the percentage rate of honest players.
The transition interval for asynchronous activation with the Random Order schema does not change for greater populations, however increasing pr will
lower the values of the limits of the transition interval.

Fig.3a.

Asynchronous activation using the

Fig.3b.

Asynchronous activation using the

Clock schema and a subgroup of players acti-

Clock schema and a subgroup of players acti-

vating randomly (N=100)

vating randomly (N=200).

Fig. 3a and 3b reveal the transition intervals for the simulations using the
combination of schemas. The game starts with 50% honest players distributed
randomly. Results were obtained over an average of 100 repetitions, each repetition with 20000 rounds, with a punishment severity of S=2. Starting from
a synchronous model of activation we define a subgroup of players activating
according to the Clock schema. Every player has a pc = 0.5 chance to activate
according to the Clock schema. Another subgroup of players chosen randomly,
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no more than N/2 of total players, are activated randomly with a probability
of pr =0.5.
The random effect causes greater fluctuations than using the Clock schema
(see Fig. 1).
Increasing the number of player will result in greater values for the margins
of the transition interval, the borders having higher values. This might be a
good explanation for the need of a greater punishment probability in larger
populations that are much harder to control. For smaller changes of p, the
number of H -players changes significantly. Increasing p to the upper level of
the transition will eventually lead to a H -player domination.
Transition intervals may very well explain how people react and accept
new social values in transition states, or sudden changes of a political regime.
Lack of democratic laws and inefficient institutions in Romania and other
former communist countries after December 1989, caused social problems like:
increased crime rate, public riots (miners riots), high unemployment rate and
also government instability.
Sudden changes often cause uncertainty and lack of predictability, that
leads to dishonest behavior and erosion of social capital [10]. Dishonest behavior becomes a convenient choice when punishment probability is low, or
opportunities for faster and easier payoffs appear due to the lack of regulations.

Fig.4a.

Asynchronous activation using the

Cyclic schema (N=100)

Fig.4b.

Asynchronous activation using the

Cyclic schema (N=200)

Simulations of the game using the Cyclic schema start with 50% honest
players distributed randomly. Results were obtained over an average of 100
repetitions, each repetition with 20000 rounds, with a punishment severity
of S=2. When increasing the value of p we notice that the honest players
rate changes with fluctuations depending of the size of the world. The cycle
used in the simulations is 3. The transition interval reveals fluctuations in the
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player percent rate. The percentage of honest players increases along with the
incrementation of p while the number of dishonest players decreases down to
0%, leading to a honest domination with values of p greater than the upper
limit of the interval.
The transition interval does not change for larger population, but the
fluctuations are smaller. Using the cyclic method we find a much smaller
transition interval.
2.2. World dynamics using the Clock schema. We use two values for N,
namely 100 and 200, and start with 50% Honest players and 50% Dishonest
players, distributed randomly. We set S=2 and use different punishment probabilities. Experiments reveal fluctuations from up to 30% in the percent of
honest players (see Fig. 5a, 5b and 7). Honest and dishonest players coexist
even after 200000 rounds.
Incrementation of p from the lowest values of the transition interval to
its highest values leads to a constant increase in H -players percent rate. A
dynamic equilibrium can be established between H -players and D-players.
Clusters of H -players emerge from the beginning of the game and are stable
up to 200.000 rounds. During the game the clusters grow and change their
shape. The frontiers of the clusters are not stable and honest players are
replaced with dishonest players. D-players organize into clusters similar to
H -players clusters.

Fig.5a.

Asynchronous activation using the

Clock schema (N=100)

Fig.5b.

Asynchronous activation using the

Clock schema (N=200)

Fig.5a and 5b reveal the dynamics of the world using the Clock schema
with two different values of N and three different values of p for each value of
N. Clusters of honest players and dishonest players coexist even after 200000
rounds. The honest players need to organize into greater clusters in order
to survive (see Fig.7). Increasing the number of players results in smaller
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fluctuations. By taking a first look at Fig.5a and 5b we notice that the larger
the population becomes the smaller the fluctuations are. Larger populations
prove to be more stable in the percentage of honest players. The moral values
and a honest contagion increases for greater populations. Fig.6 and 7 are
representations of synchronous and asynchronous models of player activation.
Synchronous activation allows H -players to maintain a stable rate after 300
rounds, while asynchronous activation allows a stable rate of H-players after
50.000 rounds. When players act asynchronously the clusters need a longer
time to form and maintain stability. The size of the clusters is significantly
larger and it can be noticed that changes take place at the margins of the
clusters.
Initial state

round 1

round 3

round 20

round 50

round 70

round 150

round 300

Fig.6. Synchronous activation of players

Initial state

round 10

round 100

round 1000

round.10000 round.50000 round.150000 round.200000
Fig.7. Asynchronous activation using the Clock schema

Fig.6 depicts the honest players cluster formation using S=2 and p=0.15
and the synchronous schema of activation. The initial population contains
50% honest players. In the first rounds H-players percentage drops to around
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2%. Clusters of H-players become larger up to 57% and remains stable after
300 rounds. The color representation is: blue - is honest/was honest; red is
dishonest/was dishonest; green - is honest/was dishonest; yellow - is dishonest/was honest.
Fig.7 reveals the emergence of clusters of honest players from the beginning of the game. Initial population contains 50% honest players distributed
randomly. We set S=2 and p=0.24. Clusters of honest players are still present
even after 200000 rounds and beyond. The size and shape of the clusters are
different than those present in synchronous activation. The margins of the
cluster are the most affected by changes of strategy. The position of the clusters changes due to the effect of increasing p. A dynamic equilibrium can be
established after 50000 rounds and maintained for indefinite periods of time.
2.3. World dynamics using the Random Order Schema. A random
mechanism of activation makes impossible for honest players to coexist with
dishonest players for longer periods of time. Fig.8 shows that for small changes
in the punishment probability the honest players percent rate changes from 0%
up to 100%. The transition interval is smaller than using the Clock schema.
When players act randomly there is no dynamic equilibrium between Hplayers and D-players. Clusters of H-players are unable to maintain stability
for values of p lower than 0.284. Increasing the value of pr will eventually
lower the values of p, where H-players are able to dominate.

Fig.8a.

Asynchronous activation using the

Random Order schema (N=100)

Fig.8b.

Asynchronous activation using the

Random Order schema (N=200)

Fig. 8a and 8b reveal that in the transition interval there is no balance
between honest players and dishonest players. Different values for p lead
either to D-player domination or H-player domination. A lower punishment
probability will result in a complete honest players extinction. For values of p
greater than 0.29, honest players are able to replace all dishonest players.
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A random activation of players cannot establish a dynamic equilibrium
over long periods of time. The outcome of the game remains the same for
different runs of the same value of p. This situation is not influenced by
the number of players. Players activating randomly, fall in one of the two
extremes: either they are all honest or they are all dishonest. This situation
leads to the assumption that players make extreme choices when rules are no
longer applied.
When people lack proper guidance or management and act randomly societies find difficult to achieve stability. Regulations and proper management
lead to stability and honest contagion. The effects on random activation can
be easily observed in transition states where insufficient laws make authorities
passive to dishonest behavior. Individuals find the law of the jungle more
appropriate to satisfy their social and basic needs.

Fig.9a.Activation using the Clock schema
and a subgroup of players activating randomly (N=100,p=0.24). Each color represents a distinct run with the same punishment probability p=0.24

Fig.9b.Activation using the Clock schema and
a

subgroup

of

players

activating

randomly

(N=100,p=0.245). Each color represents a distinct
run with the same punishment probability p=0.245

2.4. World dynamics using the Clock Schema and a Subgroup of
Players Activating Randomly. Fig. 9a, 9b, 9c, 9d, 9e, 9f reveal the dynamics of the world for two different values of N, and three different values of p
for each value of N. We run experiments for 200.000 rounds and four different
runs for each value of p. Each colored graph represents a different run of the
game with the same value of p.
Clusters of honest players emerge from the beginning of the game, but this
combination of methods does not ensure stability in time for various runs of
the same values of p, due to the random activation of players. However at
first look we notice that for larger populations the fluctuations in the honest
player percent rate become smaller.
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Fig.9c.Activation using the Clock schema and

Fig.9d.Activation using the Clock schema and a

a

randomly

subgroup of players activating randomly (N=200,

(N=100,p=0.25). Each color represents a distinct

p=0.24). Each color represents a distinct run with

run with the same punishment probability p=0.25

the same punishment probability p=0.24

Fig.9e.Activation using the Clock schema and a

Fig.9f.Activation using the Clock schema and a

subgroup of players activating randomly (N=200,

subgroup of players activating randomly (N=200,

p=0.245). Each color represents a distinct run with

p=0.25). Each color represents a distinct run with

the same punishment probability p=0.245

the same punishment probability p=0.25

subgroup

of

players

activating

Tests using a combination of asynchronous activation mechanisms, show
that populations affected by players who activate randomly, are unable to
maintain stability over long periods of time. For various runs of the game
with the same value of p the outcome of the game changes. Simulations show
that different runs lead to different results. This particular method of activation does not provide consistent results over multiple runs of the game.
2.5. World Dynamics Using the Cyclic Schema. Fig. 10a, 10b, 10c,
10d, 10e, 10f, 10g, 10h reveal the dynamics of the world activation using the
Cyclic schema. We use two different values for N and four different values of p
for each value of N. We run experiments for 200.000 rounds and four different
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Fig.10a.Activation using the Cyclic schema (N=100,

Fig.10b.Activation using the Cyclic schema (N=100,

p=0.2346).

p=0.2347).

Each color represents a different run

Each color represents a different run

with the same punishment probability p=0.2346

with the same punishment probability p=0.2347

Fig.10c.Activation using the Cyclic schema (N=100,

Fig.10d.Activation using the Cyclic schema (N=100,

p=0.2348).Each color represents a different run with

p=0.2349).Each color represents a different run with

the same punishment probability p=0.2348

the same punishment probability p=0.2349

Fig.10e.Activation using the Cyclic schema (N=200,

Fig.10f.Activation using the Cyclic schema (N=200,

p=0.2346).Each color represents a different run with

p=0.2347).Each color represents a different run with

the same punishment probability p=0.2346

the same punishment probability p=0.2347

runs for each value of p. Each colored graph represents a different run of the
game with the same value of p.
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Fig.10g.Activation using the Cyclic schema (N=200,

Fig.10h.Activation using the Cyclic schema (N=200,

p=0.2348).Each color represents a different run with

p=0.2349).Each color represents a different run with

the same punishment probability p=0.2348

the same punishment probability p=0.2349

Clusters of honest players emerge from the beginning of the game, but
this schema of activation does not ensure stability in time for various runs of
the same values of p. A dynamic equilibrium cannot be established for longer
periods of time using the cyclic schema.
When players do not act synchronously the clusters need a longer time to
form, regardless the mechanism used. Asynchronous activation causes a rich
dynamical behavior. In real world complex systems, synchronous or random
asynchronous activation are rare. Natural complex systems activate somewhere between. One suitable example is the clock or the cyclic schema. Time
is a very important reference position, since people tend to organize their lives
according to different moments in their lives (i.e. birthday, sunrise, dawn,
time for going to work, time for lunch etc).

3. Asynchronism in biological systems
Existing research using asynchronous models of activation in cellular automata based computer simulations and classical ”game of life”[14] reveal rich
dynamical behaviors in complex systems found in nature and social interactions.
Biological systems provide evidence that players update their states according to a wide variety of updating schemes. Simulations of the synchronous
and self-synchronous schemes in spatial evolutionary games [8] reveal complex
patterns not seen in the Clock and Random schemes. All the updating schemes
used in the simulations were able to create ”gliders” (agents that randomly
walk across the lattice). Due to the fact that the lattice has fixed margins the
”gliders” are lost and the system converges to a fixed state. Asynchronous
schemes of activation led to emergence complicated dynamical features, not
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seen in the synchronous counterparts. The results obtained show that populations that were able to keep a stable rate of cooperators, using synchronous
activation, were unable to do so using asynchronous methods of activation.
A different approach towards human interactions using asynchronous player
activation in ”prisoner’s dilemma” is proposed in [17]. A reputation-based migration model leads to the emergence and persistence of cooperation. However
punishment (P) is only used in mutual defection. In case of D-C interaction
(D-defector, C-cooperator), the cooperator gets a sucker’s payoff while there
is no probability of punishment for defector, only a temptation T to defect.
Reputation memory length determines the level of cooperation.
Asynchronous activation in the ”game of life” [12] using a probability s for
updating each site of the lattice reveals a critical phase transition. For s=1 we
have the classical ”game of life”. As s decreases down to 0, the steady-state
is characterized by domains of alternating dead and live stripes. The final
equilibrium and the time needed to equilibrate depends of the initial density.
Real complex systems lie somewhere between synchronous activation and
random asynchronous activation. In [2] a new type of activation was proposed
by authors Asynchronous Stochastic Dynamics (ASD). Experiments reveal
that lower values of the synchrony rate become more beneficial to the evolution
of cooperation. The conclusions extrapolated from the simulations lead to
the assumption that the lower the value of the m parameter, the more is
cooperation favored when we decrease the value of α (where the m parameter
acts as a weight that favors the most successful neighbor’s strategy B in the
update process: the bigger the m the larger is the probability that an agent
adopts the strategy B, and α is the probability of an agent interacting with
its neighbors).
Studies made thus far [3] show that in general, asynchronism allows the
emergence of a bigger fraction of cooperators in the Spatial Prisoner’s Dilemma
game than synchronism. The state of every agent is updated according to the
highest payoff as a result of interacting with its neighbors. Two different
update disciplines were used, stochastic and deterministic periodic updating,
in order to determine how the players rate changes in the Prisoners Dilemma
game. When ASD is used, at each time step, each agent has a given probability
0 ¡ α 1 of applying the transition rule in order to decide which strategy to
use next. The α parameter is called the synchrony rate and is the same for all
agents. When α = 1 we have synchronous updating and as α → 1/n, where n
is the population size, ASD approaches sequential updating.
Compared to existing results [8], in Social Honesty game honest players
were able to survive for long periods of time and coexist with dishonest players
using the Cock schema and proper values of p. The transition intervals are
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changing, therefore we have an effect of asynchronism that favors a dishonest
strategy for lower values of p.
In Social Honesty we use a punishment probability p as a dishonest behavior deterrence mechanism, instead of a temptation (T) [17] to defect. Using a
asynchronous method of activation, simulations show that in the presence of
reputation-based migration [17], ω c (fraction of cooperators) is promoted for
a low temptation to defect, thus cooperation can be enhanced.
In Social Honesty game the dynamic equilibrium between honest players
and dishonest players depends of the value of p used in simulations and the
method of updating used. We used in simulations a probability pr for a player
to activate according to the Random Order schema. A similar approach we
find using the probability s [12] for updating each site of the lattice. However
in our study the Random Order schema did not provide a dynamic equilibrium between honest and dishonest players for longer periods of time unlike
the ASD [2, 3] updating mechanism used.

4. Conclusions
Previous studies of synchronous activation of players, reveal cluster formation from the beginning of the game. Lower values of p are needed for
H-players to coexist with D-players.
When players do not act synchronously, honest players tend to organize
themselves into greater clusters, rather than more small clusters (see Fig.7).
Comparisons between synchronous and asynchronous activation reveal that
asynchronous player activation leads to unexpected results in the players percent rate. When players have less options for imitation, due to the asynchronous activation mechanisms, larger fluctuations appear in the number of
H-players (see fig. 5a, 5b, 7, 8a, 8b, 9a, 9b, 9c, 9d, 9e, 9f).
Clusters of honest players need a longer time to form, using asynchronous
activation mechanisms (see fig. 6 and 7). Optimal punishment probability
becomes more difficult to find, due to the greater fluctuations in players percent
rate (see fig. 2a, 2b, 3a, 3b). D-players tend to organize themselves into cluster
similar to H-players.
A few differences are to be noticed between the different schemes of activation. Compared to the other methods of asynchronous activation, the Clock
schema proved to be the most stable in the game. The transition interval for
the Clock schema is significantly larger than other mechanisms of activation,
except the combination of the methods used in this game.
The Random Order Schema and the Cyclic schema do not provide a balance between H-players and D-players over longer periods of time. All players
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become either honest or dishonest. When players activate according to the
Random Order schema, repeated runs of the game with the same values of p
lead to the same outcome (honest players win with a particular value of p, regardless the number of repetitions). It is not the case with the Cyclic schema
of activation, where for repeated runs with the same value of p the outcome
is different (with the same value of p used for repeated runs, the game leads
to different outcomes, (i) honest players win or (ii) become extinct).
The combination of the two schemes proves to be the most intriguing. We
were unable to establish consistent results over repeated runs of the game.
As seen in fig. 9a, 9b, 9c, 9d, 9e, 9f for various runs there are three possible
outcomes of the games: (i) the honest players win, (ii) the honest players
become extinct and (iii) a balance was actually possible for a longer time.
Results were not consistent.
The Social Honesty game analyses human interaction and the way players react to different values of punishment probability. It has been proved
that punishment probability is more important than punishment severity [9],
therefore we use results from the transition interval in order to find the optimal values of punishment probability since a ”zero tolerance” policy [15] had
been proved to be too costly.
Using a proper punishment probability, economical and even political stability can be achieved as a result of a stable percentage of honest players.
Transition intervals can very well be manipulated by law makers and leaders
with overall benefits for society. Proper values of punishment probability can
be effectively used by decision makers. The model we propose takes into consideration that there will always be an incentive towards dishonest behavior.
Law makers and society leaders are influenced by policy makers [5]. Unless
the decisions made by the first, are not scientifically grounded, there will
always be a risk not to have the anticipated results and measures can be
ineffective. However an improper argumentation of any measure, regardless of
the fact that it was very carefully analyzed from a scientifically approach, will
lead to a failure in becoming a long term strategy. As future work we intend
to experiment new scenarios that combine asynchronous updating with other
parameters (i.e. other topologies, learning rules, etc.).
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BABEŞ-BOLYAI UNIVERSITY’S HIGH PERFORMANCE
COMPUTING CENTER
DARIUS BUFNEA, VIRGINIA NICULESCU, GHEORGHE SILAGHI,
AND ADRIAN STERCA
Abstract. This paper presents the High Performance Computing Center
of the Babeş-Bolyai University from its architectural point of view but also
it takes a deep look at the HPC Center’s usability from a researcher’s perspective. Its hybrid architecture - Cloud and HPC - represents a novelty
of this kind of data centers, and it was the result of the emphasized necessities based on the university research development. Besides containing
an extensive presentation of the High Performance Computing Center, the
aim of this paper is to be a useful support for researchers that need to
interact and use the HPC facilities and its resources.

1. Introduction
1.1. The necessity of the HPC’s existence within the Babeş-Bolyai
University. Babeş-Bolyai University is a high level academic educational
public institution aiming to promote and sustain the development of important scientific and cultural components within the local, regional, national and
international community.
From several years the university’s researchers from different research fields
such as: Mathematics, Computer Science, Physics, Chemistry, Biology, Geography, Economical Studies, or Environmental Studies, had to face the lack of
existence of a powerful computational infrastructure. The need of such an infrastructure was obvious from more than one decade, but until now there were
just small initiatives that came from lower organization units of the university (faculties or specific research groups) that lacked financial and decisional
Received by the editors: October 12, 2016.
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power, this leading to the acquisition and deployment of small, low performance and not very well integrated solutions.
Considering this, in March 2013 a meeting was organized at the university
level that brought together researchers and university decision-making authorities with different areas of expertise. The performed analysis emphasized the
strict necessity of a powerful High Performance Computing Center within the
Babeş-Bolyai University, which could facilitate the development of research
leaded by our university.
1.2. The MADECIP infrastructure project. The Center for High Performance Computing was born within the MADECIP project - ”Disaster
Management Research Infrastructure Based on HPC” (”Dezvoltarea Infrastructurii de Cercetare pentru Managementul Dezastrelor Bazat pe Calcul de
Înaltă Performanţă”) [6]. This project was granted to Babeş-Bolyai University
in 2014, its funding being provided by the Sectoral Operational Programme
”Increase of Economic Competitiveness”, Priority Axis 2, co-financed by the
European Union through the European Regional Development Fund ”Investments in Your Future” (POSCEE COD SMIS CSNR 48806/1862).
Eight faculties of the university took part in this project lead by the Faculty of Environmental Science and Engineering, aimed to develop a research
infrastructure for disaster management based on high performance computing.
During the last decade, the number of disasters, both natural and manmade,
has increased significantly. One of the most important steps to reduce human
and economic losses is the prevention and mitigation of disasters. That is why
disaster management was always an important research area of the Faculty
of Environmental Science and Engineering, and implicitly of the Babeş-Bolyai
University. Preventing and preparing for potential natural or manmade disasters can reduce social vulnerability and lay out the road to a more resilient
future and sustainable communities. The MADECIP project started on March
2014 and ended on December 2015. Currently the HPC Center is being jointly
operated by the Faculty of Mathematics and Computer Science and the Faculty of Economics and Business Administration. The main computational
infrastructure acquired through this project is a high performance computing system designed to be used for different jobs types, either computation
intensive or data intensive from a variety of scientific domains.
1.3. Domains identified to benefit from HPC’s existence. Since its
funding has been accessed through an infrastructure project aimed to support
the research in disaster management, first there were identified certain research
areas that support the specified domain:
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• Modeling and Simulation for: torrents, floods, dangerous substances
overflowing or dispersion in fluid or poriferous environments, dam
breakdown, etc.;
• Big Data Analytics for specific data needed in disaster managements;
• Web interrogation, big databases management;
• GIS maps, Satellite image processing;
• Disaster Decision Support Tool - DDST;
• Tools for communications, informing and alarming in disaster management domain;
• Simulation / Visualization of scenarios for different types of disaster.
As we have mentioned above, eight faculties from Babeş-Bolyai University
were involved in the MADECIP project. Researchers from various disciplinary
fields participated to numerous analysis and scenarios that have been done in
order to specify and to emphasize the advantages that the HPC center could
bring to many different researches conducted inside the university. Among
these, we enumerate just a few of them:
•
•
•
•
•
•
•
•
•
•
•
•

Molecular Physics;
Applied Mathematics;
High Performance Scientific Computation;
Different areas of Optimization;
Parallel programming: Models and Paradigms;
Accelerators based parallel programming: GPU, Intel Phi;
Frameworks and libraries to support high performance computation;
Domain Specific Languages;
Distributed programming;
Image Processing: multimedia streaming, multimedia processing;
Network traffic control;
Big Data Analytics: data mining, statistics methods, fast search methods, knowledge discovery in large area networks, MapReduce computing, NoSQL databases.
2. Kotys HPC architecture

The Babeş-Bolyai University’s HPC infrastructure (see fig. 1), which was
named Kotys, after the Thracian deity of the wild nature, has a hybrid architecture. It consists in a mix of two components: the High Performance
Computing itself and the Cloud Computing component. Although they are
different from an architectural point of view, they are sharing a series of resources in cluster’s physical architectures such as storage (over 72TB), the
gigabit networking or the cooling system. In this paper we will focus more on
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Figure 1. Kotys: Babeş-Bolyai University’s HPC infrastructure
the scientific computing component of the HPC infrastructure since it is likely
to be of the most interest to researchers from different academic fields.
2.1. Cloud Computing component. The Cloud Computing component is
built around the IBM Flex System architecture [1]. It consists in ten IBM Flex
System x240 virtualization servers, each of them being equipped with 128 GB
of RAM, two Intel Xeon E5-2640 v2 processors and two 240 GB SATA SSDs.
An additional management server in the same hardware configuration is also
present. From the software point of view, the Cloud Computing component
of Kotys is running IBM cloud with OpenStack manager 4.2 as the private
cloud software, IBM Flex System Manager software stack for monitoring and
management and VMware vSphere Enterprise 5.1 as virtualization software.
2.2. High Performance Computing component. The HPC component
is built based on the IBM NeXtScale platform [2], following a classical cluster
architecture (see fig. 2) where a head node serves as frontend for multiple
compute nodes.
As a first particularity of Kotys, it has two head nodes: one designated
for general use and basic task operations and one that serve as a backup and
sometimes used for administrative purposes. The cluster has a total of 68
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Figure 2. HPC cluster architecture
nodes, each of them consisting in a Nx360 M5 system. Both types of nodes
are running Red Hat Enterprise Linux Server release 7 as operating system.
The communications between the head nodes and compute nodes or between
the compute nodes themselves are realized through a high speed InfiniBand
network reaching 56Gbps. Kotys’ performance based on the LINPACK benchmark [3] reaches 62 Tflops in Rpeak (theoretical) and 40 Tflops in Rmax (sustained). Each node is hosting 128 GB of RAM, two SATA 500 GB HDD and
two 10-core Intel Xeon E5-2660 v3 processors running at 2.60GHz, giving a
total number of 20 physical cores per node. In addition, 12 nodes are hosting two Nvidia Tesla K40 GPU [4] while 6 nodes are also equipped with an
additional Intel Phi coprocessor SE10/7120 series [5].
For a better comprehension of Kotys’ architecture, we summarize its component compute nodes in table 1:
* All cluster nodes in general can be used as part of the computational
effort in a distributed and parallelized environment (e.g. MPI). However, some
computational intensive applications or research activities do not require a
distributed parallelized environment, rather than they require raw CPU power
in a single host, single OS, multithread/parallel environment. For this kind
of situations, Kotys has a number of reserved compute nodes, specified in the
last column of table 1, that can be used by researchers in order to manually
deploy and start their computational intensive applications in a single host
environment. These compute nodes are not part of the node set used by the
cluster’s job scheduler for queuing and running distributed parallelized tasks
in a cooperative manner. For this reason, when using these nodes, users may
overlap, being their responsibility to check the nodes’ usage and to use the
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Compute node Hardware
number
compute001
...
compute050
compute051
...
compute056
compute057
...
compute068

Reserved for
manual operations
(non-LSF)*
2 x Intel Xeon E5-2660 v3 CPU, compute049,
10 cores per CPU
compute050
2 x Intel Xeon E5-2660 v3 CPU, compute056
10 cores per CPU
Intel Xeon Phi coprocessor
SE10/7120 series (rev 20)
2 x Intel Xeon E5-2660 v3 CPU, compute068
10 cores per CPU
2 x Nvidia Tesla K40 GPU
Table 1. Kotys’ architecture

dedicated nodes in an elegant and fair fashion. The cluster administrators
could take action in case the fairness rules are not respected. Later in this
paper, section 4 exemplifies some use cases and best practices in using compute
nodes’ computational power in different scenarios.
3. Installed software
The following software is available on Kotys. It was either provided with
the hardware itself (for example the management software), or was acquired
separately through the same grant, based on the needs that were identified
within the Babe-Bolyai research community.
• Integrated solution for the management of the HPC system: IBM
Cluster Platform Manager. IBM Cluster Platform Manager is an integrated tool for defining, managing and monitoring clusters of up to
2500 nodes. It offers facilities that automate cluster provisioning and
deployment, monitoring and reporting. In order to do this, IBM Platform Manager leverages xCAT technology and all operations are done
through a web user interface. Provision is done automatically and in
parallel for all the nodes, by specifying an image template in xCAT
and rebooting the machines. Machines are added to the cluster or removed using the web interface and the job/LSF slots on each machine
can be managed using this web interface. Also machines can execute
remote commands using the Platform Manager Web GUI.
• Integrated management solution for the cloud system: OpenStack.
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• Intel Parallel Studio, cluster edition: a development tools suite that
helps squeezing every last flops of performance from the cluster’s Intel hardware. It consists among others in a series of compilers for
the C, C++ and Fortran languages, a high performance Python interpreter and an MPI implementation, all this optimized by Intel to
take advantage of the latest state of the art Intel processors or Intel
Phi coprocessors. To ensure best performance, we recommend building
software using tools from this suite whenever possible.
• Rogue Wave TotalView: TotalView for High Performance Computing
consists in a series of tools that allow easy debugging of parallel applications that run in a distributed environment. TotalView presents all
the functions of a classical debugger such as running, stepping, halting line-by-line through code, offering in the same time support for
multithreading when threads are running on hundreds or thousands
of cores. As its name implies, it allows data visualization, program or
memory states visualization and it performs all classical functions of a
debugger in an intuitive graphical window based interface. TotalView
Works with applications written in different programming languages
such as C, C++ or Fortran offering support for different MPI implementations and for different specialized hardware: it supports CUDA
debugging and Intel Xeon Phi coprocessors.
• Matlab: an engineering and scientific platform intended to be used by
researchers for numerical computing. It has a wide applicability, being
used in education but also by engineers in fields such as image processing and computer vision, signal processing and communications, economy, control design, biomathematics and much more. Matlab incorporates its own matrix-based programming language called MathWorks.
Data visualization is also a very appreciated feature offered by Matlab, its built-in graphics being frequently used to gain data insights.
It supports extensions, i.e. toolboxes, either official or communitycontributed, beeing also able to interoperate with programs written
in other programing languages such as C/C++, Java, C#, Fortran or
Python.
• ANSYS CFD: a software package for integrated modelling and numerical simulation of fluid dynamics, heat transfer and turbulence modelling. It includes tools for 3D visualisation, analysis and powerful
mathematical tools for problem solving.
• COMSOL Multiphysics: a software tool used for modelling and simulation of fluid dynamics and chemical reaction engineering. It is used
for studying complex systems in which chemical reactions take place.
The software models physical processes using a system of differential
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equations and partial differential equations, it solves this system and
also provides 3D graphical tools for visualizing all the mechanisms
involved in the analyzed process.
• Gaussian: a software tool that computes the electronic structure of
molecules and complex molecular systems and also for processing the
obtained numerical data.
The software list that Kotys is capable of running is not limited to the
above. Other scientific software could also be installed to satisfy researchers’
needs, however please consider that any installed software requires a valid
licence.
4. Accessing cluster’s computational resources
As other High Performance Computing facilities, Kotys can be accessed
in two ways: via a terminal (i.e. a command line interface) and through a
browser using a web based interface. In both ways the user must connect
to kotys.cs.ubbcluj.ro, the command line interface being accessible using
putty (or any other ssh client) and ssh as the protocol on port 2222, while the
web based interface is accessible by connecting to the same server with any
browser, port 8080, protocol https (i.e. the URL for accessing the cluster’s web
interface is https://kotys.cs.ubbcluj.ro:8443). Please pay attention that
for both interfaces the default port is different from the default protocol port
(22 for ssh, 443 for https) - this is due to security reasons and administrative
constraints.
We recommend using the terminal interface in scenarios like the following
ones:
• for compiling, building and testing user’s custom parallel software.
Please DO NOT use the command line interface for running software
directly on the head node (neither on the users’ dedicated head node,
nor the administrators’ dedicated one).
• accessing via the dedicated head node one of the reserved compute
nodes for manual operations (please see section 2.2 for the dedicated
compute nodes reserved for manual operations).
• launching jobs through the job scheduler, verifying a job status and
checking out the final results once a certain job finishes its execution.
The sftp extension of the ssh protocol and port 2222 can also be used if
one wants to copy his files from a local computer to the cluster (or download
locally files from the cluster). These operations can be easily performed from
a Windows operating system using the WinSCP client.
The web interface can also be used for job related operations, such as
submitting and checking a job status or verifying its output when finished.
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In the following sections of this paper, we will present some usage scenarios
of cluster’s computational resources suited for different type of applications.
Researchers may choose the computational approach that best fits their needs.
From the beginning, we assume that the reader is familiar with the most
commonly used UNIX/Linux commands and he or she has basic knowledge
and understanding of the command line interaction via shell with a UNIX
like operating system. If not, we kindly ask the reader to take a look at the
following UNIX commands and their most important parameters: cat, ls, cd,
pwd, rm, mkdir, rmdir, mc, vi, finger, ps, kill, top, ssh, screen. Further
considerations about these commands are beyond the scope of this paper.
As we have previously mentioned, Kotys has a classical cluster architecture
with a head node serving as frontend for multiple compute nodes. When
accessing the head node console via a ssh client, one might notice the following:
• from the head node (designated by the [user@headnode ]$ prompt),
the user can connect using ssh without entering an username or a password to any other node within the cluster (this is done using privatepublic key authentication). The nodes are named from compute001
to compute068, the user may use the cat /etc/hosts command at
any time to retrieve their names. In fact, many cluster oriented frameworks (including MPI) rely on this ability to do ssh without prompting
for the username and password from one node to another in order to
execute commands without user intervention on the other nodes.
• any file or directory presented on the head node file system in the
user’s home directory also exists in the same form on any other node.
This is because the cluster is using a distributed file system where
the compute nodes are mounting a head node exported file system via
NFS.
4.1. Single host, very intensive, non-distributed applications. Some
researchers may wish to access cluster’s computational power but their algorithms are implemented following a classical programming paradigm, in a so
called monolithic application, using at the very most multithreading as a way
of parallelization, but no distributed computations. This type of researches
just wants a computer capable of overnight running their application faster
than their laptop or personal computer is, a multiprocessor/multicore system
with oversized memory, as cluster’s nodes are, being ideal to perform their
computations.
Normally, this kind of applications could easily be run through a job scheduler such as LSF [14] [15] that provides load sharing across the cluster (more
details about this are exposed in the following section). However, we imagined this type of usage scenario and reserved some nodes for manual, non-LSF
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operations based on users’ requests. Some researchers might prefer a more
classical approach to run his or her experiments, not bothering with maybe
new or complicated terms such as load sharing facility or job scheduler. Besides
simplicity, direct run, no queuing or real time output are other advantages in
this scenario. Also, considering that other users are not competing for resources, this guarantees 100% resource allocation to the user in the lack of
other processes that might load the host.
A major disadvantage in this usage approach is the fact that the user must
negotiate and manually plan resource sharing directly with other users, and
in the same time there might be periods of time when the reserved nodes stay
underloaded, while the rest of the cluster is intensively busy.
In this type of scenario, a researcher’s typical to follow steps are:
(1) Copy his/her files in the personal home directory using WinSCP or
any other secure file transfer protocol client.
(2) Access using Putty or any other secure shell client the cluster (i.e. the
head node) using its name kotys.cs.ubbcluj.ro, protocol ssh, port
2222.
(3) From the head node, the user can connect via ssh to the dedicated
compute nodes (see the last column of table 1). We renew here again
the request NOT to run resource-intensive computations directly on
the head node.
(4) Check the compute node status, usage and load (using commands such
as finger, ps auxf, top).
(5) Use the programming language of choice in order to locally (on the
specific compute node) build and run researchers’ own code. For the
moment C/C++, Java and python are available, but if needed, other
programming languages can be installed if available in Red Hat 7 standard repository.
In order to obtain best performance, we advise the readers to check if
their research software supports different accelerated hardware that Kotys
incorporates such as NVidia CUDA or Intel Xeon Phi and consequently build
(and run) their software with support for the respective hardware.
Please note that installing/upgrading different operating system components such as drivers (for example Nvidia CUDA drivers) or system wide
libraries is not possible either in order not to break consistency with the other
nodes or due to official technical support reasons. If necessary, users can locally
build their own libraries (or libraries versions); please read any Linux/UNIX
documentation related to configure and make for further considerations into
this topic.
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Future plans imply moving this type of applications to the cloud component of Kotys (cloud nodes having the same hardware characteristics as those
of the HPC component), with the exception of the applications that need
specialized hardware (NVidia CUDA or Intel Xeon Phi).
4.2. MPI-based applications. Researchers that want to efficiently reduce
the computational time of their applications must start thinking parallel, i.e.
they must adapt their algorithms to follow a parallel paradigm in order to
be easily deployed and run on a parallel cluster such as Kotys. Once an algorithm is parallelized, a very much used implementation approach is that
based on MPI (Message Passing Interface) API [7]. Message Passing Interface
is a standardized programming interface for developing parallel programs, designed by an open group of researches and parallel computers providers alike.
Being just an interface, it has a series of different implementations, either free
or commercial, such as Open MPI [8], MVAPICH [9] or Intel MPI [10] - we
just enumerate the MPI implementation available on Kotys. An exhaustive
presentation of MPI is out of scope of this paper, we highly recommend to
the reader references [12] and [13] as two excellent introductions to MPI. Also,
[11] contains some basic MPI examples that the reader might find useful as
an introduction to this topic.
Scientific parallel algorithms meant to be executed in a cluster environment tend to run for a long time. For this reason, we recommend in their
implementation phase, to test and debug them using small data sets, and if
possible, less iteration count. In this way, their execution time may be considerably reduced, which allows development, implementation and debugging
cycles of a parallel algorithm to be performed swiftly even on a home or office
personal computer. Although MPI was developed to be used mainly in a cluster oriented environment, it can be successfully used on a lower scale system
such as on a personal computer with a single dual or quad core physical CPU.
Even though MPI wants to be a portable programming interface, we recommend researchers to approach it in a Linux like environment. This is because
most major Linux distributions offer an MPI implementation via their official
software repository (which leads to an easy installation process) and, in the
same time, the researcher is getting used to an environment similar to the one
presented on a real cluster.
Considering that on Kotys there are installed three different MPI implementations, a basic requisite is that the user should be able to select and use
the MPI implementation of choice in an easy and elegant manner. Hence,
the mpi-selector-menu command is provided in order to achieve this. After changing the default MPI implementation, in order for the new one to
take effect, the user should relogin or start a new shell (by running the bash
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Intel MPI
--version

Effect
Displays mpirun
version
-hostfile |
-f
-f | -hostfile
Specifies a file
--hostfile |
containing the nodes
-machinefile |
to distributively
--machinefile
run the MPI task
-H | -host |
-hosts
-hosts
Specifies nodes in
--host
a comma separated
list
-c | -np | --np |
-n | -np
-n | -np
Specifies the number
-n | --n
of processes
-N | -npernode |
-ppn
-ppn |
Specifies the number
--npernode
-perhost
of processes to be
launched per node
-output-filename | -outfile-pattern -outfile-pattern Redirects the
--output-filename -errfile-pattern -errfile-pattern standard output and
standard error
Table 2. mpirun command variants

command). Although, the user may use any of the provided implementations,
we recommend the use of Intel MPI, for its superior performance and better
support offered for Intel CPUs.
Two commands are important when working with MPI. The first one is
the mpicc command which is a wrapper around a C compiler that allows the
compilation of MPI programs. The second one is the mpirun command which
allows the start of an MPI program, offering in the same time the possibility
to configure certain attributes of the program’s running instance, the most
important being the number of processes to fork and the nodes where the
forked processes should run.
Although all mpirun implementations offer the same functionality, their
accepted parameters may be slightly different from one implementation to
another. Table 2 contains some of the most frequently used parameters given
to the mpirun command variants.
Running directly an MPI application through a command such mpirun is a
feasible scenario when using a small private dedicated cluster. However, when
running an MPI program on an enterprise level cluster, where multiple users
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might run multiple parallel MPI tasks that compete each other for resources,
a more resource sharing capable method should be adopted. Such a method
should be aware of nodes’ work load and resource usage (for example which
nodes and how many cores are involved in an MPI intensive computation).
The recommended method to run distributed parallel tasks on an enterprise
level cluster is through the help of a job scheduler. A job scheduler is responsible for resource management and performs job scheduling, choosing the best
available nodes to split and distribute tasks in order to provide load balancing
and maximize hardware resource utilization. Job scheduling is performed by
putting jobs in one or more queues that might have different priorities, from
where jobs are executed in general in a FIFO order when resources are made
available.
Kotys’ job scheduler is called Platform Load Sharing Facility [14], [15],
or simply LSF. LSF is IBM’s proprietary job scheduler for their provided
HPC systems. Even though it has a complex architecture (consisting in a
series and distributed daemons and services needed to measure node load,
provide redundancy or job scheduling and launching), jobs controlling and
monitoring from the user side is performed in a very simple way. This is done
either through an easy and intuitive web interface or through a series of OS
integrated commands: bsub, bjobs, bhist, bhosts, bpeek, bkill, bstop,
bresume - more details about each of them being available in [15]. Also, in
[11] we give some detailed examples of running MPI tasks with and without
the LSF scheduler.
When running an MPI task through the job scheduler (using the bsub
command), the node list where the task should run is optional, although a host
file might be specified as a parameter to the bsub command too. However,
this is not recommended since the enforced nodes might not be available and
in general, LSF can better select the most suitable nodes for the task to run.
A host file is recommended only in the situation that a task must run on a
specific hardware configuration (for example on nodes that contain a NVidia
Cuda GPU), but even in this situation the task might be submitted without
a host file to a queue configured to use only a subset of the cluster nodes.
The same stands also when it comes to specifying a number of processes to be
launched per node: in the absence of other constrains, the job scheduler might
be able to more properly split the task over nodes, depending of the number
of available cores on each node.
We enforce that on Kotys all MPI task to be run through the LSF scheduler, as this approach has undeniable advantages over a direct run without the
LSF of the mpirun command.
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4.3. Non-MPI parallelized applications in a distributed environment.
A series of distributed computationally intensive software might fall in neither
one of the above categories - for example, parallel and distributed research
software built without MPI support or without resource sharing in mind, but
designated to run on multiple nodes. Such applications are run especially
on small private and dedicated clusters, in which resource sharing is not a
constraint - i.e. the cluster is running almost exclusively a specific application
that fully loads and consumes all cluster CPU power.
If such an application has to be run on Kotys, or if the researcher is unsure
about the application’s behavior in a parallel and distributed environment, we
recommend the following to be taken into consideration:
• Do not directly run the application neither on the head node or the
compute nodes controlled by the LSF, hence this can lead to an unfairness situation, disadvantaging LSF scheduled jobs;
• Run the application using the LSF. However, even if the application is
scheduled by the LSF to run on a specific underloaded node (or nodes),
if the application accept a hostsfile of some sort, the application might
fork on the other nodes (specified in the hostsfile) starting non-LSF
aware tasks. Once more, this can lead to an unfairness situation.
• If the application accepts a hostsfile of some sort, it might be run
without the LSF on the reserved nodes for manual operations (see
table 1).
4.4. General recommendation for different application types. In any
of the situations described in section 4.2 and 4.3, if scientific well-spread and
mature research software is supposed to be used, we recommend an in deep
study of that software’s documentation or support forums regarding its best
practice usage scenarios in a parallel environment through a job scheduler.
If the researcher wishes to develop his or her own scientific software from
scratch, we recommend an MPI based approach, as described in section 4.2.
As a final consideration, each user is asked to periodically check the amount
of free space available on cluster’s file system using the df command and also,
the personal amount of data occupied within his or her personal directory
using the du -h command. Any temporary files or folder input/output data
that are not needed anymore should be removed in order to preserve cluster’s
resources.
5. Conclusions
We have presented in this paper the premises on which the HPC Center
of the Babeş-Bolyai University was born, taking in the same time a deep look
at the HPC system’s architecture. We have also described a series of usage
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scenarios, with the hope that the information presented in this paper will be
useful for researchers from different academic fields that wish to access Kotys’
resources.
For the future, we wish to strengthen the multidisciplinary research collaboration inside the Babeş-Bolyai University. Moreover, this paper is intended
to be an invitation for collaboration with researchers outside the university as
well.
Also, we invite all the potential users of the HPC system to study this
paper and kindly ask them to referrer it in their research.
The official web page of the High Performance Computing Center [11]
contains an extensive collection of resources, links and materials HPC related,
that we strongly recommend for further reading and that might be helpful for
researchers in their work.
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SUPPORT VECTOR MACHINE AND BOOSTING BASED
MULTICLASS CLASSIFICATION FOR TRAFFIC SCENE
OBSTACLES
ROXANA MOCAN AND LAURA DIOŞAN
Abstract. Multiclass classification is an extensively researched topic due
to its importance in making the binary classification problems a complex
and well tuned system and minimising the running time for multiple classification problems. In the traﬃc scenes one can encounter several types of
obstacles like cars, pedestrians, animals, low elevated objects, road signs
that must be detected and categorised for safety reasons regarding the driver and traﬃc. The purpose of this paper is two-folds: to accurately classify
four obstacle types (pedestrians, cars, animals and other types of objects)
and to compare some multiclass classification methods based on Support
Vector Machine and Boosting algorithms. The experiments showed that
the method Fuzzy Clustering with improvements using Particle Swarm Optimisation achieves great results compared to the traditional hierarchical
multiclass classification and the proposed hybrid approach that combines
Boosting and Support Vector Machine increases the classification accuracy
even further.

1. Introduction
The main purpose of the paper is to classify multiple types of objects in
traﬃc scenes. The focus is to accurately classify animals, pedestrians, cars
and road signs given an area of interest. Objects belonging to the same class
may vary from each other in view or shape, which increases the diﬃculty of
classification. An accurate traﬃc scene classification cannot be done without
a discriminative feature extractor and a strong multiclass system. For feature
extraction phase a method that extracts from images the Histogram of Oriented Gradients (HOG) based on Aspect Ratio of Region of Interest (ROI) is
presented. This method is characterised by a good discriminative power and
improves not only the classification results, but the prediction time too. For
Received by the editors: September 30, 2016.
2010 Mathematics Subject Classification. 68T05, 91E45.
1998 CR Categories and Descriptors. I.2.6 [Learning]: – Induction, I.2.6 [Learning]: –
Concept learning.
Key words and phrases. Multiclass classification, HOG, Decision Trees, Boosting.
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the learning phase, an hierarchical approach is proposed: the learning data are
distributed on layers by using a Fuzzy Clustering algorithm, whose parameters
are optimised by a Particle Swarm Optimisation (PSO) method. For classification a hybrid approach that combines Support Vector Machine (SVM) as
base classifier and boosting for increasing the classification rate is proposed.
The comparison with the traditional methods, both for feature extraction and
multiclass classification, show that the proposed approach can improve the
prediction performance.
The contribution of this paper is two-fold:
• We propose a hybrid classifier that combines the SVM with boosting
in order to get better results in terms of accuracy. Tests have shown
that using only SVM will speed up the process, but for better results is
needed a more complex classification system. The classifier is based on
a Fuzzy C-Means (FCM) algorithm whose parameters are optimized
by PSO.
• We present the improvements obtained by FCM Clustering and PSO
over the Traditional Hierarchical Classification (THC) in order to classify multiple types of objects from traﬃc scenes.
The outline of the paper is as follows. After briefly reviewing related work
to multiclass classification algorithms in Section 2, we present the background
of our system in Section 3.The proposed approach is described in Section 4.
Numerical experiments are presented in Section 5, while the conclusions are
highlighted in Section 6.
2. Related work
Diﬀerent methodologies have been developed until now for dealing with
the multiclass classification problem.
2.1. Extended Binary Classifiers. A first category is represented by several binary classifiers that have been naturally extended to the multiclass case
directly:
• Artificial Neuronal Networks [1] - by having more binary output neurons [2].
• SVM [3] - additional parameters and constraints are added to the
optimisation problem involved in the classical SVM in order to handle
the separation of the diﬀerent classes.
2.2. Binarisation techniques. This section discusses strategies for reducing
the problem of multiclass classification to multiple binary classification problems (e.g. SVM where the number of classes are divided repeatedly by two
until is reached a binary classification [4]. Previous works have been done
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showing the advantage of binarisation techniques [5], [6] and [7]. After decomposition, an individual classifier is designed to classify only some classes in the
problem [8]. In order to label all the examples, a combination method must be
used. Usually, it is easier to build a classifier to distinguish only between fewer
classes than to consider all the classes of the problem. When the classifier has
to distinguish between two classes only, the ensemble will be composed by
some base binary learners. Diﬀerent decomposition strategies can be found in
the literature:
• one-against-all (OAA) - the strategy involve training a single classifier
per class, with the samples of that class as positive samples and all
other samples as negatives [9]. In this case, K base binary classifiers,
where K is the number of classes, are required in order to discriminate
one of the classes from all other classes.
• one-against-one (OAO) - one trains K(K − 1)/2 binary classifiers for a
K-way multiclass problem; each classifier receives the samples of a pair
of classes from the original training set, and must learn to distinguish
these two classes. At prediction time, a voting scheme is applied [7].
Diﬀerent methods to combine the outputs of the base classifiers from these
strategies have been developed, called in what follows aggregation methods.
In the case of OAO strategy, several aggregation methods are used in order
to obtain the predicted class from a score matrix computed by the binary
classifiers from the ensemble. Some of them are:
•
•
•
•
•
•

Preference relations solved by Non-Dominance Criterion (ND) [10],
Voting (binary voting or Max-Wins rule [11]),
Binary tree of classifiers (BTC) [12],
Weighted voting strategy (WV) [13]),
Learning valued preference for classification (LVPC) [14], [13],
Nesting one-against-one (NEST) [15].

2.3. Special formulations. The last category includes methods that require
special formulations in order to be able to solve the multiclass classification
problem (classifiers that have a built-in multiclass support). Approaches that
try to pose a hierarchy on the output space (the available labels) and then to
perform a series of tests to detect the class label of new patterns are included
in this category. Some multiclass classification problems allows arranging the
classes in a tree, obtaining a hierarchical division of the output space. In this
case, a special class of classifiers could be used:
• Binary Hierarchical Classifier [16] introduces a hierarchical technique
to recursively decompose a K-class problem in two meta-class problems. A generalised modular learning framework is used to partition a
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set of classes into two disjoint groups called meta-classes. The coupled
problems of finding a good partition and of searching for a linear feature extractor that best discriminates the resulting two meta-classes
are solved simultaneously at each stage of the recursive algorithm.
This results in a binary tree whose leaf nodes represent the original K
classes.
• Divide–By–2 tree [17] is used for extending SVM to multiclass problems. Divide–By–2 oﬀers an alternative to the standard OAO and
OAA algorithms. Beginning with the whole data set, Divide–By–2 hierarchically divides the data into two subsets until every subset consists
of only one class. This algorithm divides the data such that instances
belonging to the same class are always grouped together in the same
subset. Thus, it requires only N − 1 classifiers, where N represent the
number of training examples. In Section 3.2 we describe in detail how
these N − 1 classifiers are built during training. And, in Section 5 we
illustrate how Divide–By–2 method classifies new data in the testing
phase.
3. Theoretical Background
The approach developed in this paper is a hybrid multiclass classifier.
It combines SVM with boosting in order to get better results in terms of
accuracy. Tests showed that using only SVM will speed up the process, but for
better results is needed a more complex classification system. Furthermore, the
hybrid approach is based on a fuzzy clustering of data, when an optimised FCM
algorithm is used (the optimisation of the clustering algorithm is performed
by a PSO method).
Furthermore, this paper aims, also, to present the improvements obtained
by FCM clustering and PSO over the THC in order to classify multiple types
of objects from traﬃc scenes. The focus is to classify animals, pedestrians,
cars and others, given a region of interest. All classification systems, which
have as input images, have to perform two steps:
• feature extraction from each image and
• model learning.
Each step will be detailed in what follows.
3.1. Feature extraction. Depending on image width (W ) and height (H)
the ROI can have diﬀerent aspect ratio. For example the ROI of a pedestrian
image has W much smaller than the height H, an animal image can have
H = W or H < W depending on animal’s position, car images have always
W > H and others can have diﬀerent sizes depending on the object. That
is the reason Aspect Ratio Histogram of Oriented Gradients [18] has been
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included in this paper, for getting the same size for all HOG vectors, but not
depending on the input image size.
3.2. Multiclass classification. Several multiclass classifiers are investigated
in this paper. Some of them already exists in literature, while others are
proposed here in comparison to the traditional ones.
3.2.1. Traditional Hierarchical Multiclass Classification. In this paper, the
THC is used: the K classes are repeatedly divided in two groups for each
layer, heuristically chosen, as represented in Fig. 1.

Figure 1. Hierarchy of classes
3.2.2. Hybrid Multiclass Classification using FCM based on Particle Swarm
Optimization (FCM&PSO). The proposed approach is based on a hierarchical classification system. In this hierarchy, the input data are separated by
using an optimised FCM clustering approach (the parameters of the FCM are
optimised by a PSO algorithm). The idea of FCM-based multiclass classification have been proposed in [19], but this time, at the classification level, a
hybrid method is actually used: an SVM is combined by Boosting.
3.2.3. Fuzzy C-means. Fuzzy clustering algorithms treat clusters as soft groups
to which every data object has a membership degree. These algorithms are
slower than crisp approaches, but give better results in cases where data is
incomplete or uncertain and has a wider applicability.
The FCM algorithm, proposed by Bezdek [20], is the one of the most popular fuzzy clustering algorithms in the literature and it creates the non-unique
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partitioning of the data in a collection of clusters. FCM is using a fuzzification parameter M in the range [1, N ] (N is the number of data samples),
which defines the degree of fuzziness in the cluster. This parameter, known as
weighting exponent, indicates the width of the group as follows:
• M = 1 means that there is a crisp clustering of points
• M > 1 is the degree of fuzziness among points in the decision space1.
When tests on Learn in Layers approach [18] have been made, results
showed that most of the classification errors were made in the first layer and
have spread into the next layers. This kind of misclassification can be recovered
by using clustering. This approach did not removed all the false positives, but
it improved the results. Therefore all the data was separated in 2 clusters and
trained the samples belonging to each cluster separately, a cluster containing
all 4 initial classes, as in Figure 1. In the first cluster we had the majority of the
samples (the samples that are more similar, in terms of distance correlation)
and in the second cluster we had some samples that are diﬀerent than the
others (outliers) and must be treated diﬀerently for getting a better prediction.
The need of fuzzy clustering came from the idea of removing from cluster
1 only the samples that are too dissimilar (the membership degree threshold
was more relaxed than the one from simple clustering).
For prediction phase we only computed the correlation distance from both
clusters (by using Eq. 1) and decided which path will follow for further prediction (the models trained for cluster 1 or 2).
N
∑

(1)

′

′

(H1 (i) − H1 )(H2 (i) − H2 )

d(H1 , H2 ) = √i=1
N
∑

′

′

(H1 (i) − H1 )2 (H2 (i) − H2 )2

i=1

where:
•
•
•
•

H1 = sample (HOG vector),
H2 = center (also a HOG vector),
N = number
∑ of histogram bins,
′
Hk = N1 N
j=1 Hk (j), where Hk (j) is a HOG vector and is a sample
′
or center depending on k (k = 1 or k = 2) and H is the mean of all
samples.
The performance of the presented algorithm is strongly influenced by its
parameters. Therefore, a PSO algorithm is involved in the proposed approach
in order to identify the best values of these parameters.
1Common range for M is [1.25, 2].
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3.2.4. PSO. Inspired by social behaviour of birds and fish, PSO algorithm
combines self-experience with social experience [21]. PSO is a global swarm
algorithm which uses multiple individual particles in parallel to explore the
search space for the optimal solution. This algorithm uses the overall best
solution and individual particle’s best solution, a particle’s inertia to determinate how to move each particle through the search space. A swarm is a set
of particles that maintains its global best (gBest). A particle is a potential
solution with position and velocity. Each particle maintains individual best
position (pBest). Each particle tries to modify its position using the following
information: current position, current velocities (momentum term), distance
between the current position and pBest (cognitive term), distance between the
current position and gBest (social term). Basic steps of the PSO algorithm
[21] are:
(1)
(2)
(3)
(4)
(5)

Initialization of the swarm from the solution space;
Evaluation of the fitness of each particle;
Update individual and global bests;
Update velocity and position of each particle;
Go to step 2 and repeat until termination condition.

4. Proposed Approach
4.1. Hybrid classifier: SVM + Boosting. The algorithm takes each sample and extracts the information using HOG based on Abspect Ratio of the
images and computes by FCM the clustering for all the samples and the centroids are initialised with random samples from dataset. The FCM from this
project has 2 centroids that are changing after each iteration in order to find
the best division of samples in clusters. The output of the FCM algorithm is
a membership matrix. Matrix size is N × C (where N is number of samples
and C is number of centers) and it contains for each sample the percentage of
belonging towards one centroid or another.
First the pBest and gBest of all particles are initialised with the same
matrix, but after some iterations pBest of each particle changes individually
if some membership matrix that have a better objective function (smaller
Euclidean distance between samples from the same cluster) can be found.
The global best gBest changes only if a particle finds the smallest distance
between the centroids and belonging samples.
When the Euclidean distance from center to all samples from class has
reached a minimum, the membership matrix that had made this minimum to
be reached, is kept and the best of all particles is gBest. This is computed
like multi-threading, but with communication between particles.
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In the project 10 particles are utilised, and maximum 100 iterations are
performed. PSO fuzzy clustering is stopped when the maximum number of
iterations is reached or when is no diﬀerence between gBest and previous
gBest for 5 consecutive iterations.
Despite its simplicity and ease of implementation, FCM has some shortcomings, such as sensitivity to the initialisation of the prototypes and the
possibility of being trapped into the local optima. Data clustering algorithms
based on swarm perform global search and thus can be used to improve clustering for a multidimensional feature space. A simpler algorithm for clustering
is not possible using this approach. The k-means algorithm, for example, has
not a membership matrix as output, therefore PSO receives no input.
Boosting Ensemble was successfully applied to extreme learning and has
increased generalisation performance and stability of the system. Boosting
refers to a general and, probably, eﬀective method of producing a very accurate
classifier by combining rough and moderately inaccurate rules of thumb. It is
based on the observation that finding many rough rules of thumb can be a lot
easier than finding a single, highly accurate classifier. The boosting algorithm
repeatedly calls this weak learner, each time feeding it a diﬀerent distribution
over the training data.
For Boosting are used 200 weak classifiers and a weak classifier has maximum depth equal to two levels. The approach developed in this paper combines the FCM technique with boosting in order to get better results in terms
of accuracy. The numerical tests showed that using only SVM will speed
up the process, but for better results is needed a more complex classification
system. In the proposed approach, in the first layer, FCM based on PSO algorithm combined by SVM as base classification method is used because the
numerical experiments showed that the most misclassification is performed in
the first layer and the error will propagate along the branches of the tree. For
such a complex algorithm that has multiple iterations, the run time speed of
the SVM method is needed. For the second layer, where we only have on each
branch two classes, we can use Boosting even if is slower than SVM, but it
has better results. The main reason of using this type of computation is that
for a fast, but weak classifier we must use a complex system and for models
that are smaller in terms of samples we can use a slow but strong classifier.
This hybrid classification consists on a trade-oﬀ of time consuming and
gained accuracy.
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5. Numerical experiments
The purpose of this paper is to validate the new approach and to compare
it to THC and FCM&PSO improvements using the hybridisation schemes for
multiclass classification described in previous sections.
Images are gathered from more than one image processing data sets:
INRIA Pedestrian Dataset [22], Caltech Pedestrian and car data set [23] and
the majority are from Stereo Camera placed on car and cropped after. The
entire data set used for these experiments is a combination of internet images
with real life images for a more robust classification.
As programming language C++ was used; the container vector is part of
std library and image reading, processing and learning uses OpenCv library.

Classes

Data set for all 4 classes
Train images Test images Sample

Animal

3500

500

Pedestrian

3500

500

Car

3500

500

Others
3500
500
Table 1. Number of ROI images in the dataset

The performance measures that could be taken into account in the case of
a classification problem are: the true positive rate (TPR), the false positive
rate (FPR) and Global Accuracy (computed as an average over all classes)
[18].
In Table 2 we compared the traditional approach with FCM based classification and the results show that the second algorithm achieved better results
for global accuracy than the first one, but it has worse results for TPR on
Animal class. In Table 3 we compared the FCM with PSO approach against
the hybrid approach and the hybrid can show overall better results. Even if
the global accuracy from FCM based classification is better than FCM with
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PSO based classification with 1%, by using PSO the results are improved for
Animal class with 14% and the 4 classes have about the same average accuracy.
FCM optimised by PSO performs better than traditional with 4.5% for
global accuracy.
The proposed hybrid approach FCM & PSO has improved the global accuracy with 2%.
Method

THC
FCM & PSO
TPR FPR Global Accuracy TPR FPR Global Accuracy
Animal
0.66 0.11
0.7906
0.70 0.09
0.8356
Pedestrian 0.78 0.06
± 0.00039
0.87 0.05
± 0.00036
Car
0.62 0.09
0.70 0.06
Others
0.66 0.14
0.73 0.11
Table 2. Experimental results for THC and classification
using FCM

Method

FCM&PSO
Proposed approach
TPR FPR Global Accuracy TPR FPR Global Accuracy
Animal
0.70 0.09
0.8356
0.71 0.10
0.8553
Pedestrian 0.87 0.05
± 0.00036
0.89 0.08
± 0.000345
Car
0.70 0.06
0.74 0.01
Others
0.73 0.11
0.78 0.16
Table 3. Experimental results for classification using FCM &
PSO and classification using the proposed approach

6. Conclusions and further work
The aim of this paper is to improve the classification accuracy of the
four types of objects that we can find most often in traﬃc scenes (animal,
pedestrian, car and other objects). Diﬀerent methods used for multiclass classification of objects in traﬃc scene have been presented. The classes contain
ROI images with animals, pedestrians, cars and others.
First, we experiment with a multiclass THC and than we added FCM
for excluding outliers. FCM method worked better than the traditional one,
but for animal class the results have been weaker. Therefore, we added PSO
optimisation in order to provide better balance of fuzzy clustering and to avoid
falling into local minima quickly and thereby obtaining better solutions.
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In the end we tried a hybrid classifier that outperforms the previously
investigated methods by using diﬀerent classifiers for each layer. Further work
would consist in adding new feature extraction algorithms to improve the
classification results.
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COALGEBRAIC SPECIFICATION OF NETWORK
INTRUSION SIGNATURES
JÁN PERHÁČ, AND DANIEL MIHÁLYI
Abstract. This paper deals with a formal description of the intrusion
detection system behavior using coalgebras and coalgebraic specification
of network intrusion signatures. We show how intrusion detection system’s
real network intrusion signatures can be specified by coalgebraic signatures
and we propose our approach related to modeling program system behavior
as coalgebra for polynomial endofunctor over category of the infinite stream
of packets.

1. Introduction
Category theory [1] appears to be a suitable mathematical structure designated for a formal description of infinite data structures, i.e. streams. In the
computer networks area, we define the packets passing in a particular network
segment as infinite stream. Our contemporary effort is related to explore how
network intrusion signatures can be described formally using coalgebraic signatures. Here we differentiate two types of signatures: the first one is packet
signature that expresses packet attributes and packet behavior from the intrusion detection system (IDS) point of view. The second one is Snort’s (a
real implementation of lightweight network IDS) intrusion signatures related
to particular network anomalies that consist from anomaly structure and its
symptoms.
So far, there are several works using formal methods to achieve state dynamic IDS behavior description based on the Finite State Machine and (security) process algebra [2] or based on logic induction of inductive logical
programming paradigm [3]. Another approach is based on IDS software data
modeling presented through ”M2D2” example by Morin et al., [10].
In this contribution our approach is based on a formal description of state
oriented dynamics by coalgebra, where a coalgebra (as formalized real IDS) is
Received by the editors: October 13, 2016.
2010 Mathematics Subject Classification. 18C10, 68M10.
1998 CR Categories and Descriptors. I.2.7 [Mathematical Logic and Formal Languages]: Formal Languages – Language models.
Key words and phrases. category theory, coalgebra, coalgebraic signature, IDS.
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a pair consisting of a set called state space and coalgebraic structural function.
This function represents the dynamics of a coalgebra. We define category of
infinite packet stream, polynomial endofunctor over it and we model a IDS’s
behavior during possible network intrusion as a coalgebra for an appropriate
polynomial endofunctor.
We see the benefits of this approach in the idea, that we construct formal
model for observing program system behavior stepwise. Based on that, we can
detect undesirable behavior and design verifiable model for the development
of program systems. Such a model will guarantee program system’s design
correctness before its implementation. For example, the software engineering
data modeling approach requires testing after any change in data model.
In our recent works [8],[13], [9], in the field of formal description of IDS
behavior, we have captured network attacks in our real laboratory environment and described them using resource oriented logical system’s behavioral
formulæ which tasks are logical inference over the states of dynamic program
system [14]. Here, we follow another structural point of view [12], where we
model IDS’s behavior through a coalgebra for polynomial endofunctor. In this
contribution, we extend our whole work by investigating relations between
coalgebraic (abstract) signatures and real network intrusion signatures.

2. Basic notions
In this section we introduce basic notions from the field of IDS, category
theory and coalgebras. According to Rozenblum [15], the IDS is a software
application or a hardware device which monitors computer system or its network enviroment. The IDS’s main purpose is to protect computer network and
prevent intrusions. It monitors all network traffic and based on the known patterns, it evaluates potential threats or network attacks. In our recent work
[13], we have used the open source network intrusion detection system [15],
called Snort.
Category theory was firstly founded in mathematics as a formalism for describing algebraic structures [1]. A category is a mathematical structure with
well defined properties. Nowdays [7], category theory is a universal abstract
frame used for description of various structures as mathematical, algebraic or
abstract data structures used in computer science. Coalgebras are based on
category theory in computer science [17] and can serve for modeling behavior
of programs and program systems.
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3. Modeling of the IDS behavior as a coalgebra for polynomial
endofunctor
The aim of our approach in the field of a formal description of the IDS
is modeling its behavior by coalgebra for polynomial endofunctor [6]. For
formulating this approach it is necessary to follow the these four steps:
A. Definition of a many-typed coalgebraic signature containing the packet
attributes and actions of the IDS based on possible intrusions.
B. Construction of the category of packets.
C. Specification of the polynomial endofunctor over constructed category.
D. Modeling of IDS as a coalgebra for polynomial endofunctor.
3.1. Many-typed coalgebraic signature. According to Mihályi & Novitzká
[7], many-typed coalgebraic signature is defined formally as an ordered pair:
Σ = (T , F),

(1)

where:
• T is a class of types names and
• F is a class of names of operations over types.
The fragment of many-typed coalgebraic signature containing structure of
IDS packet handling, packet structure and its characteristic behavior is depicted in the Fig. 1.
BEGIN Signature
Σpacket
Begin types
T = {actions, protocol, ipaddr, natip, nat}
end
Begin opns
F = {alert, log, pass, drop, reject :→ actions
arp, icmp, tcp :→ protocol
ttl :→ nat
home port :→ nat
exter net : natip × natip × natip × natip → ipaddr
home net : natip × natip × natip × natip → ipaddr
...}
end
END
Figure 1. Many-typed coalgebraic signature of packet structure
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The type actions represents how IDS evaluates caught packet and its operational specifications denote packet structure description. Please note that
the content of the signature fragment depicted in Fig. 1 is adjusted to the
example in the section 4.3. We present description of the abbreviations used
in the figures 1, 3, 4 in the following tables 1, 2.
Table 1. The signature type names description
Name
actions
protocol
ipaddr
natip
nat
f low
tcp f lags

Description
possible reactions of IDS on observed network activities
network protocol
IP address
domain for IP addresses from 0 − 255
domain for natural number
snort keyword for the traffic flow
TCP flag bits

Table 2. The signature operational specification description
Name
arp
icmp
tcp
home port
ttl
exter net
home net
redir host
stateless
F, P, U, 12
icode
itype

Description
address resolution protocol
Internet Control Message Protocol
Transmission Control Protocol
number of the local service
time to live of the packet
external network IP address
local network IP address
spoofed IP address
parameter of the snort keyword f low
parameters of the snort keyword tcp f lags
ICMP code
ICMP type value

3.2. Category of packets. Barr and Wells in their work [1] define formally
the category C as a mathematical structure consisting of
• class of objects Co = {X, Y, Z...} and
• class of morphisms Cm = {f, g, h...}.
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The morphism f ∈ Cm between two objects X, Y ∈ Co is denoted as
f

f : X → Y (one can use a different notation: X → Y ), where X is domain
and Y is codomain of the morphism f . Every object X ∈ Co has an identical
morphism idX : X → X. The morphisms between categories, e.g. F : C → D
are called functors.
Every category C possesses the most important property that the morphisms are composable: for every X, Y, Z ∈ Co and f, g ∈ Cm where f : X →
Y, g : Y → Z, there is a morphism g ◦ f : X → Z. The morphisms can be
composed only if codomain of f and domain of g are the same.
Now, we construct the category of packets Packets which is defined as
follows
• the objects are treated packets denoted as p1 , p2 , p3 ... and
• the morphisms n : pi → pi+1 , where i ∈ N, are transitions between
packets.
The model of the category Packets is depicted in the Fig. 2 bellow:

p1

n-

p2

n-

p3
n

... 

n

p5 

?

n

p4

Figure 2. Category Packets
Every object p possesses universal projecting property [7], defined as follows:
•
•
•
•

f : p → ttl;
g : p → protocol;
h : p → home net and
i : p → exter net.

3.3. Specification of the polynomial endofunctor over category of
packets. Formally, an endofunctor F [17] is a functor which has the same domain and codomain. Kock in his work [4] defines a polynomial endofunctor T
as an endofunctor which is constructed by the following polynomial operations
(2)

T X ::= X | X × Y | X + Y | X Y .
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In this step we specify the polynomial endofunctor over constructed category Packets as
T : Packets → Packets,

(3)

that is defined for objects and morphisms of the category Packets as follows
T (p) = X × p

(4)

T (n(p)) = X × n(p),

and

respectively, where X denotes observable values from the particular packet
stream [4], [5]. This could be observed by transitional coalgebraic structure
hhead, taili : ρp → T (ρp ),

(5)
where

• the operation head returns the first packet of packet stream and the
operation tail returns the rest of packets of the packet stream, and
they are defined as follows
– head : ρp → p;
– tail : ρp → ρp ;
• ρp denotes a stream of packets, whereby it is a composition of morphisms in the category Packets:
n

n

n

p1 → p2 → p3 → . . .

(6)

Current observation of a packet p of a stream of packets dynamic p1 , p2 , p3 ...
can be expressed as follows
(7)

head(ρp ), head(tail(ρp )), head(tail(tail(ρp )))...

i.e.
(8)

p1 = head(ρp ), p2 = head(tail(ρp ))...

3.4. Coalgebra as an IDS. Let us consider category C and a polynomial
endofunctor T over category C. Then according to Moss [11], coalgebra for a
polynomial endofunctor is defined formally as an ordered pair
(9)

(X, ω),

where
• X called the state space of the objects of category C and
• ω is the coalgebraic structure [16] as morphisms of category C such
as: ω : X → T X.
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Now based on the introduced definition of polynomial endofunctor (3)
in the subsection (3.3), we coalgebraically model the IDS as a coalgebra for
polynomial endofunctor T , i.e. T -coalgebra for infinite packet stream ρp as
follows
(10)

(ρp , hhead, taili),

where ρp is state space and hhead, taili is pair of functions as structural function of the T -coalgebra.
4. Network intrusion signatures as coalgebraic signatures
Based on our previous work [12], we demonstrate our approach on two
types of intrusions:
• The NMAP network intrusion i.e. combined portscan using the network mapper tool.
• The ARP Spoofing network attack i.e. network attack caused by arpspoof network tool that ”redirects packets from a target host on the
LAN intended for another host on the LAN by forging ARP replies”[18].
In this section, we present how the real network signatures can be coalgebraically specified. Firstly we present the Snort’s signatures, then we abstract
important equations (conditions which have to be fulfilled for detection of the
intrusion), we depict them in the form of tables and then we coalgebraically
specify the signatures.
4.1. Signature of the NMAP network intrusion. The Snort signature for
Scan NMAP XMASS rule defined by Snort identification number 1228 is defined
as follows:
alert tcp EXTERNAL_NET any -> HOME_NET any
(msg:"SCAN nmap XMAS"; flow:stateless;
flags:FPU,12; reference:arachnids,30;
classtype:attempted-recon; sid:1228; rev:7;)
The corresponding equation table is depicted in Table 3.
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Table 3. Values for NMAP intrusion symptoms
exter net

=

any

home net

=

any

home port =

7

protocol

=

tcp

f low

=

stateless

tcp f lags

= F, P, U, 12

The corresponding coalgebraic signature is depicted in Figure 3.
BEGIN Signature
Σnmap
Begin types
T = {action, f low, ipaddr, nat, natip,
protocol, tcp f lags}
end
Begin opns
F = {alert :→ action
tcp :→ protocol
F, P, U, 12 :→ tcp f lags
home port :→ nat
stateless :→ f low
exter net : natip × natip × natip × natip → ipaddr
home net : natip × natip × natip × natip → ipaddr}
end
END
Figure 3. Many-typed coalgebraic signature of NMAP network intrusion
4.2. Signature of the ARP Spoofing network attack. The Snort ARP
Spoofing signature for ICMP redirect host rule with Snort’s ID 472 is defined as follows:
alert icmp $EXTERNAL_NET any -> $HOME_NET any
(msg:"ICMP redirect host"; icode:1; itype:5;
reference:arachnids,135; reference:cve,
1999-0265; classtype:bad-unknown; sid:472;
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rev:4;)
The corresponding equation table is depicted in Table 4.
Table 4. Values for ARP spoofing intrusion symptoms
exter net

=

any

home net

=

any

redir host =

any

protocol

= icmp

icode

=

1

itype

=

5

The corresponding coalgebraic signature is depicted in Figure 4.
BEGIN Signature
ΣaSpoof
Begin types
T = {action, f low, ipaddr, nat, natip,
protocol}
end
Begin opns
F = {alert :→ action
icmp :→ protocol
icode, itype :→ nat
stateless :→ f low
exter net : natip × natip × natip × natip → ipaddr
home net : natip × natip × natip × natip → ipaddr
redir host : natip × natip × natip × natip → ipaddr}
end
END
Figure 4. Many-typed coalgebraic signature of ARP spoofing
network intrusion
4.3. Example of IDS behavior modeled as coalgebra for polynomial
endofunctor T . The coalgebra 10 observes the packet stream ρp and it checks
every packet for specified symptoms of the attack .̊ After that, it will responds
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by performing one of the actions defined in many-typed coalgebraic signature
Σp depicted in the Fig. 1, by performing specific operation.
In this model example, we consider only two types of intrusions A, B, where
A means NMAP network intrusion and B denotes ARP Spoofing network
attack.
The actual content of intrusions A, B and the symptoms are presented in
the tables (3), (4) respectively. The first column here shows operational specifications of particular symptoms in order to coalgebraic signatures depicted in
Fig. 3 and Fig. 4. The second one represents values which are characteristic
for a real network intrusion behavior based on Snort’s signature mentioned below under the Snort’s ID numbers 1228 and 472 respectively. In this manner
we are able to model every known type of the attacks with this method.
Behavior of the IDS ”by steps” is expressed by the sequence:
(p1 , p2 , p3 , p4 , ...) 7→
7→
7→
7→

(p1 , (p2 , p3 , p4 ),  7→ pass) →
7
(p1 , p2 , (p3 , p4 ), A 7→ alert) →
7
(p1 , p2 , p3 , (p4 ), B 7→ alert) →
7
...

In this example we can observe the sample situation when the coalgebra
for polynomial endofunctor provides sequence of four packets in a network
stream. It does not detect a match with the symptoms from the tables (3) and
(4) in the packet p1 , therefore it performs the operation ”pass” defined in the
signature depicted in the Fig.1 (we use the letter  for denoting that coalgebra
has found no match with attack symptoms). In the packet p2 it recognizes the
network intrusion SCAN nmap XMAS and it performs the operation ”alert”. At
the packet p3 it captures the ICMP redirect host attack and it also performs
the operation ”alert”.
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6. Conclusion
Main goal of this paper was to demonstrate our coalgebraic approach of
formal description of program systems. We have showed how IDS’s behavior
can be formally described by coalgebra for a polynomial endofunctor and we
have modeled its behavior when it detects specific network intrusions. Here
we have worked only with few specific network intrusions, but it is possible to
model any known network intrusion with this approach. Based on that, we can
create an verifiable construction model of observable behavior, which allows
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as for example to remove undesirable behavior of program system. In this
contribution we have shown small but important part of our bigger proposition
of verifiable model for IDS design.
In the future, we would like to extend our approach and we would like
to do more specific formal description of program systems and programming
paradigms such as component based programming.
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GAUSSIAN-TYPE RESOURCE ALLOCATION POLICIES
FOR VIRTUALIZED DATA CENTERS
CORA CRĂCIUN AND IOAN SALOMIE
Abstract. This paper defines two Gaussian-type resource allocation policies for virtualized data centers. The policies allocate physical resources to
virtual machines in a more relaxed way than server consolidation methods,
but in a more constraint way than load balancing methods. The Gaussian
policies are compared with the First Fit and Best Fit heuristics regarding
the energy consumption in data centers and some performance metrics.
The assessment is performed by simulation, for virtualized data centers
with sufficient physical resources and time-varying workloads.

1. Introduction
Jobs’ performance and consumed energy in data centers depend on the
scheduling and resource allocation methods used for jobs’ deployment [4].
Time performance improves if the workload is evenly distributed between the
available physical machines and the machines are run at their full processor
capacity. This maximum performance design, however, becomes power inefficient when the physical machines are provisioned to work at their peak power,
even when their utilization is low. Typical servers in data centers work at
10–50% from their capacity [1], while their optimum utilization is 70–80% [2].
Different Dynamic Power Management (DPM) techniques [17, 9] have been
proposed to address this issue of servers’ low utilization in data centers. DPM
techniques consolidate the workload on few servers and switch the unused resources off or place them in low power-performance states [7]. In dynamic
systems, however, the jobs’ resource requirements are time-varying and thus,
at run-time, the consolidated physical machines may become overused. In such
Received by the editors: October 14, 2016.
2010 Mathematics Subject Classification. 68M14, 68M20.
1998 CR Categories and Descriptors. C.2.4 [Computer-Communication Networks]:
Distributed Systems – Network operating systems; C.4 [Computer Systems Organization]: Performance of Systems – Design studies.
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cases, the jobs receive less resources than required, wait for free resources, or
migrate to other hosts. In all cases, the jobs’ performance decreases.
In this paper, we propose an alternative approach to resource consolidation
and load balancing methods, for virtualized data centers. For this, we define
two Gaussian-type resource allocation policies for mapping jobs encapsulated
in virtual machines (VMs) on physical hosts. These policies pack the VMs
on hosts less tightly than the consolidation methods, but more tightly than
the load balancing methods. With this approach, the VMs are assigned with
a higher priority to those hosts which are neither overused nor underused.
In the assignment process, the new policies maximize Gaussian-type resource
allocation functions depending on the available and the required physical resources. The shape of the mapping functions may be adjusted by changing
some parameters.
The Gaussian-type policies are evaluated by simulation, for deploying
time-varying workloads in a virtualized data center with sufficient physical resources. The simulations are performed using a dynamic resource management
framework built upon the Haizea lease management scheduler [11, 19, 18]. The
aim of this work is to evaluate the effect of the proposed policies on the following metrics: the energy consumption in data centers, the number of VMs
migrations, the mean number of active hosts, and the VMs’ total flow time.
The Gaussian policies are compared with the greedy First Fit (FF) and Best
Fit (BF) heuristics and with a load balancing method.
Although the two Gaussian-type policies are evaluated here only by simulation, they may be tested in real environments. For example, Haizea works
not only as a simulator, but also as a backend VM scheduler for the OpenNebula resource management framework [18, 15]. Extensions of Haizea may
as well be adapted to work in such real conditions.
This paper is structured as follows. Next section presents other investigations related to current work. Section 3 defines the Gaussian-type resource
allocation policies and illustrates their behavior with respect to FF and BF.
In Section 4, the Gaussian and reference policies are evaluated by simulation
in data centers with sufficient physical resources. Final section summarizes
current work.
2. Related work
Static and dynamic resource allocation in data centers may be performed
using exhaustive search, optimization methods based on variants of bin or
vector packing, or approximation algorithms. Many resource allocations use
heuristics, which are fast but lead to approximate and suboptimal solutions
[5, 20, 10].
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In order to achieve server consolidation in virtualized environments, the
approach in [6] combines “effective VM sizing” with variants of First Fit Decreasing (FFD) and Best Fit Decreasing (BFD) heuristics, or with information
about VM hosting history and correlation. “Effective sizing” is based on stochastic bin packing, which allows bin overflowing with a given probability.
The pMapper framework [21] uses several VM-to-host mapping algorithms to
solve a cost-performance-power optimization problem in virtualized heterogeneous clusters. Entropy [12] uses constraint programming in order to minimize
the number of active servers and the VM migration number in homogeneous
clusters. The work in [23] proposes a multi-objective method for dynamic
placement of VMs in data centers. This method improves the power efficiency
by up to 20% and performance by up to 30%, and decreases the number of
VMs migrations by up to 80%.
The VM-to-host mapping functions used by the Gaussian-type policies defined in this paper are close to the assignment/migration probability functions
presented in reference [14]. In their work, the authors define policies based on
statistical Bernoulli trials, in order to reduce the energy consumption in cloud
data centers, without performance degradation. Normal distributions are also
used to model the VMs’ resource requirements, as in references [13] and [6]. In
our case, the VMs’ requirements are uniformly distributed random numbers,
while the Gaussian-type policies are deterministic and guide the VM-to-host
mapping process.

3. The Gaussian-type resource allocation policies
Let consider that a data center contains NH ordered physical machines and
NV VMs must be assigned to the hosts based on their CPU requirements. We
denote by RCPU a VM’s required CPU share and by TCPU , UCPU , and ACPU
a host’s total, used, and available CPU resources, respectively (all quantities
are in percents and TCPU = UCPU + ACPU ). Feasible hosts for a given VM
requiring RCPU resources are those with ACPU ≥ RCPU . Since the VMs’ CPU
requirements are time-varying, at run-time, some hosts may become overused.
In such cases, selected VMs from the overloaded hosts migrate to other feasible
physical machines.
The Gaussian-type policies described in the following use two resource
allocation procedures. In one case, the VMs are queued and are mapped on
feasible hosts by a policy depending only on the hosts’ properties. In the other
case, the VMs are not ordered and are assigned to hosts by a policy depending
both on the VMs’ and hosts’ properties. The first resource allocation procedure is suitable for on-line conditions, because the search is performed only
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Figure 1. (a) The G1 (UCPU ) Gaussian-type resource allocation function. The thresholds in formula (2) are T hrL = 40
and T hrH = 80, and the area of the shaded region is a = 0.8.
(b-c) Examples of resource allocations using the G1 policy, for
the hosts H1 –H5
among the hosts. The second procedure, however, is more suitable for off-line
conditions, since the search is both among VMs and hosts.
3.1. The G1 policy.
3.1.1. The G1 resource allocation function. The G1 resource allocation policy assigns a given VM from a queue to the feasible host that maximizes the
G1 (UCPU ) function. This function resembles the t-distribution defined in reference [1], which models the hosts’ utilization when they deploy VMs with
randomly distributed resource requirements. There, the t-distribution is used
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to compute upper and lower dynamic utilization thresholds for the hosts. For
each host, the parameters of the t-distribution are estimated from the host’s
historical usage over some time period. Physical resources are allocated to
the VMs using the power-aware Modified Best Fit Decreasing policy [1]. In
our case, the resource allocation policy is of Gaussian-type and we map the
VMs on hosts by comparing the hosts’ G1 (UCPU ) functions. As in reference
[1], however, with this policy we aim to avoid the under or overusage of the
physical resources.
For a feasible host, G1 depends on the host’s CPU utilization, UCPU , and is
a Gaussian centered at the middle point of the threshold interval [T hrL , T hrH ]
(Fig. 1). The area below the Gaussian function and between the two thresholds
is a specified value a ∈ (0, 1). Then, the G1 function is


(UCPU − µ)2
1
(1)
G1 (UCPU ) = √ exp −
,
2σ 2
σ 2π
where
(2)

µ=

T hrH − T hrL
T hrL + T hrH
, σ= √
,
2
2 2 erf −1 (a)

and erf −1 is the inverse error function. For the unfeasible hosts, the G1 function is zero.
The thresholds have close meaning to that used in the literature [1, 13].
The hosts with higher utilization than T hrH are overused and those with
lower utilization than T hrL are underused. In case of G1 policy, however, the
VMs may still be mapped on feasible hosts with utilization falling outside the
threshold interval, but with lower chances than to the other hosts.
The shape of the G1 function may be adjusted by changing the thresholds
or the a parameter. The mean value of the thresholds imposes the G1 function’s location. The distance between the thresholds and the a parameter, on
the other hand, influence in opposite ways the Gaussian’s width. At limit,
when a is close to zero, G1 degenerates in the zero function. In this case, the
G1 policy treats all hosts equally and if G1 uses the 1 − G1 resource allocation
function, then it behaves as the FF policy.
Each host is characterized by its G1 function. The hosts with the same
T hrL , T hrH , and a parameters own identical functions. The hosts also having
the same CPU utilization, UCPU , are equally likely to accept or reject a VM.
All homogeneous physical machines from a data center may use the same
resource allocation function G1 . On contrary, heterogeneous hosts from the
same data center or identical hosts from different data centers may use distinct
functions.
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3.1.2. Example using the G1 policy. An example of resource allocation using
the G1 policy is presented in Figure 1b. The thresholds have been chosen
based on the values reported in the literature [3, 22]. The a = 0.8 parameter
ensures that most part of the G1 function lies inside the [0%,100%] utilization
range. Only H3 , H4 , and H5 are feasible hosts for a VM requiring an RCPU =
20% CPU share. Both H3 and H4 have the same maximal G1 (UCPU ) value for
this VM. In case of ties, the resource allocation algorithm chooses the lowestindexed host, here H3 . In general, the chosen host may be the one with a
higher or a lower CPU utilization. To remove this ambiguity, an improved
algorithm may select consistently one of the hosts, based on CPU utilization
criteria. Even better, the algorithm may adapt to run-time conditions and
choose the host with high CPU utilization for resource consolidation and the
host with low CPU utilization for load balancing.
3.1.3. Comparison of G1 with FF and BF policies. Let now compare the G1
resource allocation policy with the FF and BF heuristics. If the hosts are
identical and initially empty, they are all feasible and characterized by the
same G1 (0) value. Thus, the G1 policy assigns a given VM to the first host,
H1 . Unless H1 becomes unfeasible, next VMs in the queue are also allocated
1
to this host, because its G1 (UCPU
) value is maximal among all hosts. Up to
this point, G1, FF, and BF behave identically. Let assume now that the host
H1 is 90% used and the current VM requires a 35% CPU share. Since H1
lacks resources, all policies assign the VM to the next host, H2 . Both H1
and H2 are feasible destination hosts for the following VM requiring a 10%
CPU share. FF assigns the VM to the first feasible host, namely H1 . BF
chooses the same host, because H1 remains with less free resources than H2
after VM assignment. On contrary, the G1 policy selects the host H2 , because
2
1
G1 (UCPU
= 35) > G1 (UCPU
= 90) (Fig. 1c).
In case of FF and BF policies, an increase in the VMs’ CPU requirements
on host H1 would immediately trigger some VMs migrations from H1 to other
hosts. In case of G1, however, the host H1 still has some free resources and may
afford such resource requirements increases. Therefore, G1 promotes resource
consolidation, but in a less greedy way than FF and BF. In addition, G1 may
reduce the number of VMs migrations and avoid their drawbacks: the jobs’
performance degradation, the electrical power overhead for the hosts involved
in migration, and the network use.
3.2. The G2 policy.
3.2.1. The G2 resource allocation function. The G2 policy favors those allocations in which the VMs’ required resources are close to some fraction α ∈ (0, 1]
from the hosts’ available resources. To our knowledge, this policy has not been
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previously used for resource allocation. Unlike G1, G2 uses a resource allocation function G2 (RCPU , ACPU ), which depends both on the required and the
available resources. For the unfeasible hosts, the G2 function is zero. The G2
policy may allocate resources either for ordered VMs or for sets of VMs.
In case of VM queues, the next VM to be mapped on hosts is known at
each scheduling time. As a result, for a given VM, the G2 policy finds the
host that maximizes the one-variable function G2 ([RCPU ], ACPU ), with fixed
RCPU value and variable ACPU . From now on, we include a fixed variable of
the G2 function in square brackets. In case of VM sets, on the other hand,
the G2 policy chooses iteratively the feasible (VM , host) pairs that maximize
the two-variable function G2 (RCPU , ACPU ).
The G2 function is defined as follows. For a host with ACPU available resources, G2 is a Gaussian centered at RCPU = αACPU . Moreover, G2 decreases
at a fraction r ∈ (0, 1) from its peak value when RCPU = αACPU ± ACPU /2.
Thus, the G2 function is


(RCPU − αACPU )2
1
,
(3)
G2 (RCPU , ACPU ) = √ exp −
2σ 2
σ 2π
where
(4)

ACPU
σ= p
.
2 2 ln(1/r)

Both the location and width of the G2 function depend on the host’s
available resources. When ACPU changes – because new VMs are mapped on
the host, other VMs finish their work, or the CPU requirements of the running
VMs are changing – the host’s G2 function, G2 (RCPU , [ACPU ]), moves along
the RCPU axis and changes its width.
Figure 2 contains a three-dimensional representation of the G2 (RCPU , ACPU )
function, when ACPU ∈ [10%, 100%], RCPU ∈ [10%, ACPU ], and the parameters are α = 0.5 and r = 0.001. With these parameters, the Gaussian of a
host with fixed ACPU value is centered at RCPU = ACPU /2, and decreases at
0.001 from its peak value when RCPU = 0 or RCPU = ACPU . Therefore, the
VMs and the hosts are better matched if the required resources are close to
half the available ones.
3.2.2. Example using the G2 policy. Let exemplify the use of the G2 policy
for mapping a set of four VMs on three hosts. The hosts have the following
available resources: A1CPU = 50% (H1 ), A2CPU = 70% (H2 ), and A3CPU = 100%
1
2
(H3 ). The VMs require the CPU shares RCPU
= 10% (V1 ), RCPU
= 20% (V2 ),
3
4
RCPU = 35% (V3 ), and RCPU = 30% (V4 ). The resource allocation functions
G2 of all hosts have the same parameters α = 0.5 and r = 0.001.
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Figure
2. Three-dimensional representation of the
G2 (RCPU , ACPU ) Gaussian-type function, with parameters
α = 0.5 and r = 0.001 (formulas 3–4)

The VM-to-host mapping process is illustrated in Figure 3. Each subfigure
corresponds to a resource allocation iteration step. Each step selects from the
unassigned VMs and from the feasible physical machines the (VM , host) pair
with the maximal G2 (RCPU , ACPU ) value. Subfigures (a) to (d) are given in the
order in which the G2 policy selects the (VM , host) pairs. Each Gaussian curve
is the G2 (RCPU , [ACPU ]) function of a host (continuous line for H1 , dashed line
for H2 , and dotted line for H3 ), at fixed ACPU and variable RCPU . The vertical
lines located at 10%, 20%, 35%, and 30% RCPU values indicate the VMs’
required CPU shares. The vertical line for a VM with RCPU requirements
has a length equal with the maximal G2 ([RCPU ], ACPU ) value among all hosts.
The (VM , host) pair selected at each step is indicated with a dot on the host’s
Gaussian curve. The four steps of the mapping process are the following:
• Step 1: Figure 3a shows the Gaussian functions G2 (RCPU , [A1CPU =
50]) for H1 , G2 (RCPU , [A2CPU = 70]) for H2 , and G2 (RCPU , [A3CPU =
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Figure 3. An example of mapping a set of four VMs (V1 , V2 ,
V3 , and V4 ) on three hosts (H1 , H2 , and H3 ), using the G2
policy
100]) for H3 . The (VM , host) pair with the maximal G2 value at this
step is (V2 ,H1 ).
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• Step 2:
After Step 1, the host H1 remains with A1CPU = 30%
available resources. As a result, the G2 function of H1 moves towards lower values along the RCPU axis. The Gaussian functions
G2 (RCPU , [A1CPU = 30]) for H1 , G2 (RCPU , [A2CPU = 70]) for H2 , and
G2 (RCPU , [A3CPU = 100]) for H3 , as well as the required resources for
the unmapped VMs V1 (10%), V3 (35%), and V4 (30%) are shown in
Figure 3b. The (VM , host) pair selected at this step is (V1 ,H1 ).
• Step 3: After Step 2, the host H1 remains with 20% available CPU.
As before, the G2 function of H1 moves towards lower values along the
RCPU axis. The resource allocation functions G2 (RCPU , [A1CPU = 20])
for H1 , G2 (RCPU , [A2CPU = 70]) for H2 , and G2 (RCPU , [A3CPU = 100])
for H3 , and the required resources of V3 (35%) and V4 (30%) are shown
in Figure 3c. Now, the host H1 lacks resources for both VMs. The
final mapping at this step is (V3 ,H2 ).
• Step 4: After Step 3, the host H2 remains with 35% available CPU.
Figure 3d presents the Gaussian functions for the three hosts,
G2 (RCPU , [A1CPU = 20]) for H1 , G2 (RCPU , [A2CPU = 35]) for H2 , and
G2 (RCPU , [A3CPU = 100]) for H3 . V4 (30%) is the only VM still unmapped on a physical machine. The host H1 is unfeasible for this VM
and the host H2 has a lower G2 value than H3 . Finally, V4 is assigned
to the host H3 .
At Step 4, both FF and BF policies map the VM V4 on host H2 and
keep the host H3 unused. In conclusion, the G2 policy may use more physical
machines than FF and BF, and thus may increase the energy consumption in
data centers. A decrease in the VM migration number, however, compensates
for this energy increase. Being less tightly packed with VMs, the hosts using
the G2 policy have less chances to overflow at run-time, when the VMs’ CPU
requirements are changing. Therefore, less VMs migrate from one host to
another.
4. Evaluation of the Gaussian-type policies
4.1. Simulation experiments. In this section, we compare by simulation
the Gaussian-type policies with the greedy FF and BF heuristics and with
a load balancing scenario. Simulation experiments consisted in deploying 40
VMs with time-varying resource requirements in a homogeneous data center with 20 identical hosts. The evaluation was performed using a resource
management framework built upon the Haizea lease scheduler [11, 19, 18].
The framework was used for VM scheduling, resource allocation, and host
management, and for computing several performance metrics and the energy
consumption in virtualized data centers.
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We enhanced the Haizea scheduler with the following facilities: (a) new
resource allocation policies; (b) periodical change of the VMs’ CPU requirements; (c) management of the overused hosts and of the suspended VMs; (d)
computation of performance and energy metrics. Unlike reference [1], we considered only the overused hosts and not the underused ones when performing
the VMs’ migrations.
In the framework, the VMs have been modeled using Haizea’s best-effort
leases [19]. After their simultaneous arrival at the data center, the VMs were
mapped on hosts according to their CPU requirements, the hosts’ available
resources, and the chosen resource allocation policy. For simulating a workflow, the VMs’ CPU requirements were changed periodically at each 2 min.
The VMs’ CPU shares, RCPU (in percents), were generated as uniformly distributed random numbers between 10 and 40, rounded up to the nearest integer
values. The VMs’ CPU traces lasted 300 min. The times were measured on
the data center’s clock.
All physical machines of the data center were single-processor and had the
CPU capacity TCPU = 100%. We considered that, while deploying VMs, the
physical machines used a dynamic electrical power proportional to their CPU
usage, UCPU [8]. The idle power of each machine was 70% of the total power of
250 W at full CPU utilization [1]. Only the active machines consumed energy,
the idle ones being switched off.
The framework performed the VM scheduling and resource allocation in
a centralized way. The VMs were either queued at the data center, for their
further mapping on hosts, or were selected from a VM set. After initial assignment, at run-time some VMs were suspended, because their resource requirements changed and their hosts became overused (ACPU > TCPU ). Namely,
the VMs of each overloaded host were first sorted increasingly by their CPU
requests. Then, the VMs with the lowest requests were suspended in order,
until the host’s overload was cleared. Most suspended VMs were migrated to
other hosts, but few VMs were resumed on the original hosts. The hosts were
checked for overloading at each change of the VMs’ CPU requirements. The
VMs were relocated using the off-line migration procedure provided by the
Haizea scheduler [11, 19, 18]. Unlike Haizea, we allowed more VMs to migrate
simultaneously from the same host, without performance overhead. The migrated VMs were mapped on other hosts using the same resource allocation
policy as the initial VMs.
Regardless of the resource allocation policy used, all suspended VMs, migrated or not, experienced a 19 s delay corresponding to a suspension / resumption rate of 32 MB/s. Other rates would have caused other delays. While
suspended, the VMs did not consume CPU resources, neither on the initial nor
on the final hosts. Because each VM required 300 min of effective processing,
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its flow time was increased with the corresponding suspension delays. Each
time the initial or suspended VMs were mapped on hosts, the Gaussian-type
resource allocation functions were computed with the instantaneous RCPU ,
UCPU , and ACPU values of the virtual or physical resources.
Simulation experiments were repeated 100 times. Within the same experiment, all compared resource allocation policies used a common set of 40
randomly generated VMs’ CPU traces. A different random CPU trace was
generated for each VM. Parameters of the G1 resource allocation function
were T hrL = 40, T hrH = 80, and a = 0.8. Parameters of the G2 function were
α = 0.5 and r = 0.001.
4.2. Results. Figure 4 presents the following metrics computed from the 100
repeated experiments of deploying 40 VMs, with 300 min long CPU traces, in
a data center with 20 hosts: the consumed energy, the mean number of active
hosts in the entire makespan, the number of VMs migrations, the number of
VMs suspensions without migration, the total number of VMs migrations and
suspensions, and the VMs’ total flow time (the sum of all VMs’ processing
times). Four scheduling and resource allocation policies were used for queued
VMs (FFq, BFq, G1q, and G2q) and one policy for VM sets (G2s). Based on
these results, we drew the following conclusions:
(a) In all experiments, the two G2 policies were less energy-efficient than
FFq, BFq, and G1q, but generated a lower number of VMs migrations. The
G2q and G2s policies performed similarly with respect to all metrics. In
52% of experiments, G2s consumed more energy than G2q, and in 59% of
experiments, G2s generated less VMs migrations than G2q.
(b) In 67% of experiments, the G1q policy consumed more energy than
FFq, but in 96% of experiments G1q generated less VMs migrations than FFq.
(c) The investigated policies showed similar relative behavior for the following metrics: 1. the energy consumption and the mean number of active
hosts, and 2. the VM migration number and the flow time. The first similarity
came from the fact that the energy consumption depended on how many hosts
were switched-on and were deploying VMs. On the other hand, the VMs’ total
flow time followed the VM migration number because the CPU traces of all
VMs were equally long, and the total migration time overhead depended on
how many migrations occurred in the experiment.
(d) For all policies, the number of VMs suspensions without migration was
very small (less than 3.2% from the total number of migrations and suspensions). These suspensions with resumption on the same hosts were caused by
the host management procedure used in this work. From each overloaded host,
the framework suspended in order the VMs with the lowest CPU request, until
the overload was cleared. With this procedure, more VMs than necessary were
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Figure 4. Boxplot representation [16] of the energy and performance metrics in 100 simulation experiments of deploying
40 VMs on 20 hosts. The horizontal lines inside the boxes indicate the data’s median values and the full knots indicate the
data’s mean values.
suspended from some overloaded hosts. For few suspended VMs, the original
hosts still had resources, and thus the VMs were resumed on the same hosts
without migration. Other host management procedures, not considered here,
may generate only VMs migrations.
(e) For each experiment, we computed the relative values (in percents)
of the energy and VM migration number, for the G1q and G2q policies with
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respect to the FFq policy. Then, we have calculated the mean and standard
deviation of the relative values obtained for all 100 experiments. In case
of G1q vs. FFq, the mean relative energy was 1.1% and the mean relative
VM migration number was -23.4%. These values, however, had very high
standard deviations (2.2% for energy and 10.5% for VM migration number).
For G2q vs. FFq, the mean relative energy was 8.9% (sd = 3.1%) and the
mean relative VM migration number was -64.5% (sd = 6.7%). Thus, the G2q
policy decreased the VM migration number relative to FFq with more than
55%, with an energy overhead of up to 12%.
(f) Beside FF and BF, we have also compared the Gaussian-type policies
with a load balancing scenario. This scenario used the same data center configuration (40 VMs and 20 hosts) and VMs’ CPU traces as the other policies.
Calculations were performed for the 100 simulation experiments considered
previously. Two VMs were mapped on each host, in order to avoid the hosts’
overloading at the VMs’ maximal CPU requirements of 40%. In this setting,
all VMs finished their work in 300 min, as required. The load balancing scenario led to a higher energy consumption (mean = 21.32 kWh and sd = 0.02
kWh, in 100 experiments), a smaller flow time (200 h), and no VM migration
compared to all the other policies considered in present work (Fig. 4).

5. Conclusions
In this paper we have proposed two Gaussian-type resource allocation policies for virtualized data centers. In the resource allocation process, the two
policies maximized Gaussian functions depending on some adjustable parameters and on the required and available resources. The Gaussian-type policies
packed the VMs on hosts less tightly than the consolidation policies, but more
tightly than the load balancing methods. Compared to First Fit and Best Fit,
the Gaussian policies tended to use more physical machines, but they were
more robust to the VMs’ workload variations. As a result, the energy consumption in data centers was higher, but the number of VMs migrations was
smaller. A drawback of the two policies is their exhaustive search in the VMs’
or hosts’ collections, which makes them suitable mostly for relatively small
data centers. Similar Gaussian-type policies to those described in this paper
may be defined for other physical resources than the CPU. For instance, the
resource allocations constrained by multiple physical resources (CPU, memory, hard-disk, or network I/O) may use a policy based on a multidimensional
Gaussian function. Solving such a resource allocation problem must consider
which physical resources have correlated usage, which may be overprovisioned,
shared between different VMs, or may be reclaimed from the VMs if not used.
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A FCA STRATEGY FOR IMPROVING WEB-BASED
LEARNING SITES
DIANA - FLORINA ŞOTROPA
Abstract. Nowadays, online educational systems show a rapid development due to the growth of the Internet, which offer unique opportunities
to improve them based on users’ experiences. This paper presents advances of a Formal Concept Analysis (FCA) based strategy for improving
web-based learning sites. We have used together Web Usage Mining and
Formal Concept Analysis techniques in order to create a visual overview of
exploring web-logs and discover knowledge in web logs. We have focused
on visualizing triadic data in order to emphasize user dynamics through the
educational systems. Switching from a triadic to a polyadic perspective we
have detected repetitive browsing habits. From all the revealed behaviors
we distill then users life tracks by using Temporal Concept Analysis.

1. Introduction
The World Wide Web is a popular and interactive medium to propagate
information today. There are different types of data that have to be managed and organized in such ways that they can be accessed by different users
effectively and efficiently. Developing competitive activities in any web environment assumes keeping the paramount relationship with the users. Therefore, there is an increased interest and focus on the application of data mining
techniques on the web for many researchers.
The purpose of using Web Mining techniques is to extract useful knowledge and implicit information from Web data. While many organizations rely
on the Internet to conduct daily business, the study of Web mining techniques
to discover useful knowledge has become increasingly important. Moreover,
the requirement for adding value to e-services (such as e-learning, e-commerce,
Received by the editors: November 14, 2016.
2010 Mathematics Subject Classification. 68T30, 68P20.
1998 CR Categories and Descriptors. H.3.5 [Information Systems]: Information Storage and Retrieval Online Information Services; I.2.6 [Computing Methodologies]:
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e-banking) on the Web has become a necessity in order to satisfy users needs,
preferences and offer them tailored and proper information. However, with the
magnitude and diversity of available information on the Web, it is not insignificant to locate the relevant information in order to satisfy the requirements
of people with different backgrounds. The purpose is to encourage visitors to
access pages which are considered important, in exhibiting the links between
relevant pages and in preventing disorientation. The majority of web surfers
are non-expert users and they might find difficult to keep up with the rapid
development of computer technologies. In order to assist Web surfers in browsing the Internet more efficiently, our interest is to model Web users’ browsing
patterns and use these patterns to make changes in our website according to
user needs. Data mining is the appropriate methodology for systematically
analyzing the behavior of past visitors and taking decisions on what has to be
improved.
Online education is at least one activity that is having success when being
developed through the web. There are provided easy to use tools for both
students and teachers. However, it is very difficult and time consuming for
educators to completely track and assess all the activities performed by all
learners. Moreover, it is hard to evaluate the structure of the course content
and its effectiveness on the learning process. Though, developing, maintaining, and improving a web based educational system comes with new challenges.
Discovering users behavioral patterns is one of these challenges, since understanding these patterns may give valuable insights on how the system itself
can be improved.
State of the art research in this field is focusing on detecting behavioral
patterns and user profiles by using web-logs analysis, analyzing behavioral
patterns and extracting information from them or studying the web user navigation dynamics. Many research papers in the field of Web Usage Mining
are focusing on commercial websites [1]. We are focusing on web based elearning platforms, since they are nowadays widespread in schools, colleges
and universities. Considering the educational content, the usual web analytics
instruments are not precise enough [2] and we have to use new instruments in
order to extract knowledge from data.
This paper presents advances of a Formal Concept Analysis (FCA) based
strategy for improving web-based learning sites. We describe how we used
Web Usage Mining and Formal Concept Analysis (along with its varieties) to
create a visual overview of our analysis published in the last years. Firstly
we have focused on exploring web-logs and discover knowledge by the means
of FCA and Triadic FCA (3FCA) [3]. Then we have focused on visualizing
triadic data by using Circos, a graphic tool which show connections between
data in a circular layout. Our next purpose was to emphasize user dynamics
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by means of FCA and 3FCA [4] which lead to studying behavior types while
using educational systems. These analysis resulted in generating attractors,
which are behavioral patterns to which users adhere while using the web based
educational system [5]. After the behavioral patterns were classified our purpose was to evaluate student performances from both a quantitative and a
qualitative perspective [6], [7]. In the next step we employ Tetradic FCA to
compare web usage patterns with respect to the temporal development and
occurrence [8]. Finally we emphasize how FCA and Answer set programming
(ASP) can be used for detecting repetitive browsing habits. Our purpose was
to determine trend-setters, i.e. users which firstly adhere to a specific behavior
and the generate a bundle of users following them, followers, i.e. users who
belong to a bundle and categories of bundles, i.e. different types of behavior
revealed by users’ access pattern in the electronic platform [9]. From all the
revealed behaviors we distill then users life tracks by using Temporal Concept
Analysis (TCA).
2. State of the art
Analyzing web educational content is paramount for improving the website
in order to help the educational process. Web Mining constitues an important feedback for website optimization [10], for web personalization [11] and
predictions [12].
Web mining can be categorized into three different classes based on which
part of the Web is to be mined. These three categories are:
• Web Content Mining - the process of discovery of useful information
from the web contents;
• Web Structure Mining - the process of discovery the model underlying
the link structures of the web;
• Web Usage Mining - the process of analyzing web surfer’s behaviors.
We are focusing on applying Web Usage Mining techniques in order to
discover users interactions with the web. Surveys [13] and [14] present educational data mining works in order to show recent educational data mining
advances. Liebowitz and Frank define in [15] blended learning as a hybrid of
traditional and online learning, where the online component becomes a natural
extension of the traditional one.
It has been shown in [12] that using only one algorithm with the best
classification and accuracy in all cases is not possible, even if highly complicated data mining techniques are used. Thus, offline information, such as
classroom attendance, punctuality, participation, attention and predisposition
were suggested to increase the efficiency of such algorithms.
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Due to the strength of its knowledge discovery capabilities and the subsequent efficient algorithms FCA seems to be particularly suitable for analyzing
educational sites. For instance, papers [16] , [17] are devoted to the topic of improving discussion forums, while our own previous contributions are focusing
on the user/student behavior [4], [5].
3. Problem Formulation
Analyzing user behavior has two aspects: one concerning the interests of
the users and the information they access and the other concerning the way
of accessing this information. First aspect is addressed by using techniques
for the establishment of user profiles. The second aspect is addressed by
using techniques for analyzing web server logs. These two aspects are complementary, since a web user is characterized by his/her interests and by her
navigational behavior.
Web Usage Mining techniques involves analyzing data collected from web
server access logs, proxy server logs, browser logs, user profiles, registration
data, user sessions, cookies, user queries, bookmark data, mouse clicks and
scrolls and any other data as the results of interactions. Web Usage Mining is
a powerful tool to analyzing, designing and modifying a Web site structure as
well as understanding and analyzing the site visitor’s behavior in two aspects:
• the interest and information one access;
• the way one access this information.
Web Usage Mining activities emphasize two different aspects: how designers expect to be used the site by the visitors and the way visitors effectively
using the site.
For demonstrative purposes we used an e-learning instrument called PULSE
[18] . The data analyzed in this paper consists on two time periods, i.e., the
second semesters of the academic years 2012-2013 and 2014-2015. It is helpful
to have an informed learning management system that continually ”educates”
itself about the requirements of its users. We want to determine if:
• students are finding the essential web pages;
• students follow the optimal paths in reaching the sought information;
• how much time are students spending on specific web-pages;
• a web page is unnecessary;
• all pages are tailored for the used browsers or resolutions;
• there are changes in on-line traffic patterns and behavior over time.
Web Usage Mining can be divided in at least three different phases:
• data preparation;
• pattern discovering;
• pattern analysis and visualization.
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An entry in a web server log contains the time stamp of the access, the
IP address of the originating host, the type of access (GET or POST), the
address of the requested document, referrer page URL, agent (browser and
client operating system) and other data. In this phase the web log data must
be cleaned, filtered, integrated and transformed in such a way that the irrelevant and redundant data can be removed and user session can identified
[19] . We cleaned our data from accesses of robots and spider crawlers and
we clustered it corresponding to actual student groups, academic week time
intervals and classes of access files. The most important phases in Web Usage
Mining are identification of sessions and users and also integration of data
from other sources (such as performance or learning style of a student). The
sessions are actual HTTP sessions, while the user is identified by his/her login
ID. The logged data is integrated with the records about student performance
(per laboratory work, tests and exams) and attendance, and with the correlation between the contents between different site sections regarding theoretical
support (i.e., lectures, explained test papers, and theoretical support for labs)
and laboratory work.
At the end of the preparation phase, grouping the log entries using the
corresponding time stamp, the source and the target page we can obtain sequence of accessed pages, called chains. A set of visitor sessions produces a
collection of chains, since multiple visitors may access the same pages in the
same order. We group them into collections of similar chains based on common
visited classes of files.
After data preparation phase, the pattern discovery method should be
applied. This phase consists of different techniques derived from various fields
applied to the available data. We propose a Formal Concept Analysis approach
in order to be able to discover navigational patterns in the data.
4. Data mining by using Formal Concept Analysis
Formal Concept Analysis was introduced by Rudolf Wille the early 1980s
in [20] as a mathematical theory. FCA is concerned with the formalization
of concepts and conceptual thinking and has been applied in many disciplines
such as software engineering, knowledge discovery and information retrieval.
Ganter described the mathematical foundation of FCA in [21].
Formal Concept Analysis can be used as an unsupervised clustering technique. The starting point of the analysis is a database table consisting of rows
G (i.e. objects), columns M (i.e. attributes) and crosses I ∈ G × M (i.e. relationships between objects and attributes). The mathematical structure used
to reference such a cross table is called a formal context (G, M, I). Given a
formal context, FCA then derives all concepts from this context and orders
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them according to a subconcept-superconcept relation. This results in a line
diagram (called lattice).
The major advantage of using FCA w.r.t. other methods rely, besides the
effectiveness of its algorithms, on the graphical expressiveness of conceptual
hierarchies which can be used as a basis for further communication, knowledge
acquisition and inference, as well as for further processing.
We have started our analysis motivated by the necessity of understanding
”who is doing what” in an e-learning platform. In order to do this we have
conceptually scaled the web log data, using the knowledge management suite
ToscanaJ [22]. Therefore, we investigate which classes of files are accessed by
students and which are the most used referrers.
In order to determine the Access File Classes we have divided all the
accessed webpages into classes:
• LOGIN - in order to distinguish between users, PULSE has a login
phase;
• HOME - class of pages which contains general information such as: lab
attendances, links to laboratory support, links to assignments, marks,
eval- uation remarks and current announcements;
• LECTURE - class of pages which contains the material concerning
the lectures (e.g., teaching material used for courses, test paper result,
technical solutions);
• LAB - class of pages which contains the laboratory material.
In order to determine the Referrer Classes we have divided all the referrer
URLS (the site from which the current webpage was accessed) into classes.
There are two disjoint subclasses of referrers, representing accesses from inside
or outside of PULSE:
• inside PULSE - the Referrer Classes have similar values with their
correspondent Access File Classes;
• outside PULSE - direct (bookmarks or direct accesses) or social (Facebook, Mail or Google).
Figure 1 depicts the referrer - access file pairs of classes, represented and
visualized by ToscanaJ using a grid scale. This figure reveals on the left side of
the grid the access file classes (i.e. HOME, LECTURE, LAB, LOGIN), on the
right side the referrers (inside PULSE, social, direct) and inside the nodes the
percentage of visitors which have landed on a page of PULSE. We emphasize
the increased interest over HOME class. It is, as expected, the ”command
center” of PULSE [3]. It is worrying though that students access less the
teaching and the laboratory support. However, the efficiency of learning is
not expressed only through the online learning.
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Figure 1. Pairs of Referrer Classes - Access File Classes visited in 2013
Considering students accesses, we switched our perspective to a triadic
one, in order to observe their behavior.
5. The polyadic approach
Rudolf Wille and Fritz Lehmann extended Formal Concept Analysis in
1995 [23] with Triadic Formal Concept Analysis (3FCA), considering objects,
attributes and conditions.
Given a set of scales preprocessed with ToscanaJ suite, we have selected a
triadic data set: the pairs Referrer - Access File Class as attribute set, timestamps as conditions and students Login as object set. Then, we have generated
all triconcepts using Answer Set Programming techniques as described in [24],
[25] .
The problem of visualizing triadic data has not been yet satisfactory solved.
Triadic conceptual structures have been visualized for instance using trilattices
or graphs. The approach used in our paper is to define some dyadic projections
and visualize the dyadic data obtained with a tool called Circos that uses a
circular layout.
Circos as a visualizing tool has been developed to investigate structural
patterns arising in bioinformatics and its circular layout emphasize connections
between represented data [26] . The algorithm implementing the projection of
the triadic structure over attributes, objects or conditions is described in [4].
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(b) The Relaxed Behavior

(c) The Normal Behavior

(d) The Intense Behavior
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Figure 2. Users qualitative behavioral patterns

By switching to the triadic perspective we were able to detect three main
quantitative behavioral patterns: relaxed, normal and intense.
Figure 2(a) presents the distribution of users over these three main categories, while a circular view of triadic data expressing the correlation between
educational performance and the relaxed, normal, and intense behavior of students is displayed in Figures 2(b), 2(c), 2(d). Using ToscanaJ suite we have
managed to describe behaviors by using a nominal scale (see Figure 2(a)).
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(a) Educational attractor for the 9th Lab- (b) Popular attractor - Sessions containing
oratory
branches with laboratory related content

(c) Critical attractor - What are students (d) Early bird user behavior on an educavisiting while preparing for exams?
tional attractor

(e) Common user behavior on an educa- (f) Late rise user behavior on an educational attractor
tional attractor

Figure 3. Users quantitative behavioral patterns
Nominal scales are used for scaling attributes whose values are mutually exclusive.
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Considering a concept lattice, all the concepts can be read from the concept
lattice in the following way. Each concept corresponds to exactly one node in
the lattice. When looking at a node, the extent of the corresponding concept
contains all the objects from the lattice reachable when going (only) downward.
Analogously, the intent contains all the attributes reachable when going (only)
upward.
Each node represented on the scale reveals a concept, which can be understood as a set of objects with a common set of attributes that satisfies the
condition of maximality (i.e. no other object or attribute can be added to
the extent, respectively to the intent of the concept without violating the first
property).
After analyzing the results [4] we have observed that the relaxed behaviour
occurs mainly during holiday (fewer accesses and the reduced number of Access
File classes visited), the intense behavior occurs during examination periods
(increased number of accesses) and the normal behavior occurs during the
semester when there is no examination period or holiday (almost all Access
File classes are visited). The dyadic representation presents only the quantitative aspect of the navigation meaning the number/percent of accesses. The
circular visualization presented so far provides a more qualitative view on the
navigational pattern, comprising more details about how and where students
navigate.
Our next aim is to emphasize user dynamics through the site by studying
users behavioral patterns. Behavioral patterns of user visits of an e-platform
are characterized by some parameters (visited pages, frequency, time on page)
and their study gives a valuable insight on how users are navigating and behaving in such a web based platform. On the other hand, one would like that
users adhere to some specific patterns since these patterns might be either individual (sub)group patterns. Considering these insights we must evaluate the
efficiency and the compliance of this adhesion to the scopes of the platform.
There is also the possibility that one is interested in types of behavioral patterns which are to some degree unintended or independent to the design and
the content of the web platform. All these types of behaviors are called attractors [5], and they represent behavioral patterns to which users adhere while
using the educational system. Attractors are qualitative behavioral patterns,
and they are distilled from frequently visited chain of pages where some deviation from the visit habit is allowed. Moreover, the entire design and scopes of
some web based platform can be defined and modeled in terms of attractors:
state what should users do and then evaluate if they adhered to these views
or have found their own ways to use the system. For web based educational
systems, we focus on three main types of attractors: educational, popular
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and critical attractors. Figure 3 presents some nominal scales regarding these
types of attractors.
Educational attractors reflect the educational purpose of the instructor
and it should convince users to adhere to them. Figure 3(a) presents the
educational attractor for the 9th Laboratory. It contains visits of the material
provided for a laboratory, the related lecture, the test paper given during the
lecture and their corresponding explanations. Popular attractors are those
to which users adhere without being explicitly intended by the design or the
content of the portal. This attractors might give important clues to what
users consider to be interesting or the way they would like the website to
be designed. For instance, we have observed that ”branch-ing” behavior is a
popular attractor. When the referrer is not the same as the last page accessed
it means that the user opened a new browser tab or window, and we called that
part of our page chain a new branch. Figure 3(b) shows that more than half of
users’ visits contain branches with lab related content. Critical attractors are
behavioral patterns to which users adhere in stressful situations (deadlines,
results posting). Critical attractors are a subclass of popular attractors, but
we emphasized them since they reflect different habits. Figure 3(c) reveals
that out of all pages which are flash-like visited (students stay only a few
seconds and/or they refresh allot to see new content), the students visit the
most the educational content.
Nevertheless it is interesting to investigate the evolution over time of one
user or that of bundles of users adhering to a specific attractor using Temporal Concept Analysis. In order to do that, we have distilled from educational
attractors users life tracks. Investigating all visits within the educational attractor (see Figure 3(a)) reflects a more structured navigation pattern inside
PULSE and gives an understanding on how specific knowledge is gained by
adhering to it. We have classified students according to their style of adopting
this behavior: early birds, common and late rise users. Early birds users are
students that usually access the provided information before it is expected.
Common users are users that visit the provided material within the expected
time interval. Late rise users are students that visit the provided material later
then expected. Figures 3(d), 3(e) and 3(f) reveals the evolution of three different students during the entire semester. We emphasize the time evolution
of PULSE accesses for the considered students by using Temporal Concept
Analysis and we draw their life tracks, which are characterized by chains of
states.
Life tracks are built by setting time at week level and marking the temporal
trajectory of the student through the educational attractor. We have observed
by studying students temporal trajectories through PULSE that early birds
and common users adhere to the educational attractor, i.e., they follow the
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intended flow through PULSE. For each assignment students are expected to
first read the assignment, then to consult the laboratory support (i.e., the
theory and example) and then to check other related material (e.g., lecture
notes and the explanations on the test papers). The late rise users often
access only the assignment page. Moreover, it can be observed that each
student preserves his/her access pattern (i.e., the order in which they access
the provided material) on all educational attractors during the semester. Each
student may fall in one of the above category but their specific behaviors are
distinct. Grouping their specific behaviors have revealed their life tracks and
their affiliation to one category.
After distilling users life tracks from specific educational attractors, we
have switched from a dyadic and a triadic perspective to a polyadic one. We
consider the problem of distilling relevant conceptual structures from web logs,
i.e. investigate repetitive behavioral patterns. We have enlarged our set of
data considering a tetradic approach. We have switched between quantitative
methods for a bird-eyes view and then returned to qualitative techniques (such
as FCA) to see the actual facts. Through this approach, we have managed
to determine similar behavior that fit into classes of our interest [8]. Based
on an analysis of users showing a common behavior, we determined bundle of
users with similar behavior. We are very close to determine trend-setters (i.e.,
users which firstly adhere to an attractor and then generate a bundle of users
following them), but we need to have another perspective on our data. For
that we put together all our data and analyse it on a 5-adic perspective.
We have analyzed students that initiate a behavior that might be assimilated by other students, influencing them in the way they use the portal [9].
We emphasize different types of repetitive behavior:
• trend-setters, i.e., users which firstly adhere to a specific behavior and
then generate a bundle of users following them;
• followers, i.e., users who copy the behavior of a trendsetter;
• patterns revealed by the occurrences of particular behaviors (in which
weeks, for what trend-setter and what followers).
6. Conclusions and Future Work
Web is an excellent tool to deliver educational content in the context of an
online educational system. Therefore the design of web pages is very important
for the system administrator and web designers. These features have great
impact on the number of visitors and on their experience. In this paper we
tried to give a clear understanding of the data preparation process and pattern
discovery process. We have presented a Formal Concept Analysis strategy for
the analysis of the navigational behavior of web users in order to improve
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web-based learning sites. This analysis helps educators understand the users
behavior and use the obtained knowledge for optimizing and personalizing the
e-learning portal. We are currently working on formalizing all the concepts
introduced in our papers by means of Formal Concept Analysis. In our future
work, we intend to investigate trend-setters evolution over time. In order to
deal with the temporal dimension of the data, we plan to apply temporal
concept analysis on a conveniently chosen data set.
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[6] Sanda Dragoş, Diana Haliţă, Christian Săcărea, Behavioral pattern mining in web based
educational system Software, Telecommunications and Computer Networks, 23rd International Conference, 2015
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[8] Sanda Dragoş, Diana Haliţă, Christian Săcărea, Distilling Conceptual Structures from
Weblog Using Polyadic FCA The 22nd International Conference on Conceptual Structures (ICCS), Volume LNCS 9717, pp. 151-159, Annecy, France, 2016
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A GENETIC ALGORITHM APPROACH FOR EVOLVING
NEURAL NETWORKS
ALEXANDRU-ION MARINESCU
Abstract. We present an alternative approach for training feed-forward
neural networks (abbrev. NN) by means of a genetic algorithm (abbrev.
GA) that alters the network’s hidden weights and biases. We, by no means,
out-rule the back-propagation training algorithm, but instead use it to
train the evolved NNs for a much smaller number of generations and focus
more on the mutation and crossover operators and how they can be applied.
The basic principle involved is that each and every NN can be treated as
a chromosome for a GA and, as a consequence, is subject to the mutation
and crossover operators. A notable advantage of our approach is that we
not only avoid over-fitting the NN, but are also able to alter the number
of hidden neurons that make up the hidden layer of the NN, effectively
removing the need for the user to specify them explicitly. We manage to
outperform plain-vanilla NNs by a factor of 1 to 10 percent on well known
data sets. At first this may not seem significant, but it becomes crucial
when dealing with applications where accuracy is critical and training time
is not an issue (such as disease diagnosis).

1. Introduction
The following paper assumes that the reader has a fair understanding
of how feed-forward NNs and evolutionary algorithms work. The rationale
behind our decision to evolve a NN by means of a GA stems from the fact that a
lot of trial and error is involved in fine tuning the so called ”hyper-parameters”
(i.e. number of hidden neurons and NN learn rate) such as to maximize
accuracy on training data and minimize error on test data. Consequently, by
applying the standard GA operators (mutation and crossover) on our NNs we
are able to achieve the same accuracy of a plain-vanilla NN with ten times less
Received by the editors: October 15, 2016.
2010 Mathematics Subject Classification. 92B20.
1998 CR Categories and Descriptors. A.1 General Literature [INTRODUCTORY
AND SURVEY]; I.2.6 Computing Methodologies [ARTIFICIAL INTELLIGENCE]:
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number of training epochs, with the added benefit of completely delegating
the training process to a separate task. In turn, this parallel training model
enables us to have a generous chromosome pool of NNs while lowering the
performance footprint.
The main phenomenon that acts in the detriment of NNs, which all implementations wish to avoid is known in literature as ”over-fitting” and it roughly
means that the NN has become attuned to the training data so well that it is
incapable of correctly classifying the test data, or equivalently in mathematical
terms, it is unable to escape a local minimum/maximum. To overcome this
issue, we have altered the classical GA implementation and propose a novel
means for refreshing the chromosome pool with new candidates for genetic
material. The main trade-off that we wish to point out is that we significantly
improve accuracy at the expense of execution time.

2. Conceptual presentation
Our GA [3, 7, 4] implementation is a modified version of its classical counterpart and has an additional mechanism for dealing with over-fitting. It
monitors the fitness trend of the chromosomes from the internal chromosome
pool and if it detects no significant variation triggers a ”cataclysm” during
which a percentage of the fittest chromosomes is destroyed and replaced with
a fresh new batch of individuals. At first, this may seem counter-intuitive, but
we still keep a copy of the best chromosomes in what we call the ”garden of
Eden”. Finally, we sort the garden of Eden with the fittest chromosome being
the returned solution.
The next step we took was to treat a three layer (i.e. input, hidden and output) feed-forward NN [9] as a chromosome within a GA, consequently subjecting it to the mutation and crossover operators [8, 6]. This is achieved easily in a
modern OOP language, such as C# by having an interface IChromosome with
the following methods: ”Mutate” which takes as input an IChromosome and
returns an IChromosome, and ”Crossover” which receives two IChromosome
parameters and outputs the corresponding pair of IChromosome offspring.
Afterwards all that remains to be done is inherit the NN from the IChromosome interface and implement the corresponding methods. The reader may
ask whether the evolved NN is used as-is, directly from the GA, for which the
answer is no. After successful mutation/crossover, the NN is still trained, albeit for a much smaller number of epochs (the training algorithm we applied
is the standard back-propagation training). The workload of training the
chromosomes is split between the available processor cores using TPL (Task
Parallel Library) in order to improve overall performance.
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The concept of training a NN using a GA stemmed from the following
research involving Continuous-Time Recurrent Neural Networks [2, 1], which
are notoriously difficult to train using the classical back-propagation algorithm
and thus the authors suggest an alternate training scheme, which involves
employing a GA [8]. The original contribution of this paper to the field of AI
is the parallel execution of the training method, together with a specialized
version of the GA and possibility to offload the most intensive tasks to the
GPU, which will be detailed in future research.
The next section focuses mainly on aspects regarding our implementation
of a GA, detailing how each parameter affects the overall behavior of the GA,
along with the implications of inheriting the NN from the IChromosome interface in order for it to function within a GA. Afterwards we discuss the
benchmarks we used for testing the accuracy of our combined GA-NN approach for solving concrete classification tasks. We conclude the paper by
stating the future directions of our research in the field of AI.
3. NNs in the context of GAs
In our particular case, the parameters used for evolving a NN are as follows:
LogEnabled = false (disable logging of events for faster execution), PoolSize
= 50 (the number of chromosomes in the pool is capped at 50), PoolSortMode
= PoolSortMode.Descending (sort the pool in descending order with respect
to fitness), ProbabilityOfMutation = 0.1 (mutation is performed in 1 of 10
chromosomes), ProbabilityOfCrossover = 0.1 (crossover is performed in 1 of
10 chromosomes, with a random, more fit partner), ThresholdForCataclysm
= 0.001 (cataclysm is performed if the current pool weight minus the previous
pool weight in absolute value is smaller than this value), PercentageOfCataclysm = 0.25 (25% of the fittest chromosomes are replaced with new genetic
material in the event of a cataclysm).
The pool weight which we have mentioned above is computed in this fashion (index is zero-based):
d o u b l e WeightChromosome ( d o u b l e min , d o u b l e max , i n t i n d e x )
{
i f ( Abs ( max−min)< E p s i l o n )
r e t u r n 1/( index +1);
r e t u r n ( p o o l [ i n d e x ] . F i t n e s s () −min ) / ( max−min ) / ( i n d e x + 1 ) ;
}
d o u b l e WeightPool ( )
{
d o u b l e min=−I n f i n i t y , max=+I n f i n i t y ;
i f ( PoolSortMode==D e s c e n d i n g )
{
max=p o o l [ 0 ] . F i t n e s s ( ) ;
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min=p o o l [ P o o l S i z e − 1 ] . F i t n e s s ( ) ;
}
i f ( PoolSortMode==A s c e n d i n g )
{
min=p o o l [ 0 ] . F i t n e s s ( ) ;
max=p o o l [ P o o l S i z e − 1 ] . F i t n e s s ( ) ;
}
d o u b l e w e i g h t =0;
f o r ( i n t i =0; i <P o o l S i z e ; i ++)
w e i g h t+=WeightChromosome ( min , max , i ) ;
return weight ;
}

As the reader may have noticed, the weight of a chromosome is directly
proportional to the minimum and maximum fitness of the pool and its index
order in the sorted pool. The total weight of the pool is the sum of the weights
of all its chromosomes.
The core of the GA is the evolutionary iteration step, which is run for a
given number of generations (100 in our particular case):
v o i d EvolveOne ( )
{
f o r ( i n t i =0; i <P o o l S i z e ; i ++)
{
i f (R . NextDouble () > P r o b a b i l i t y O f M u t a t i o n )
continue ;
p o o l . Add ( p o o l [ i ] . Mutate ( ) ) ;
}
f o r ( i n t i =1; i <P o o l S i z e ; i ++)
{
i f (R . NextDouble () > P r o b a b i l i t y O f C r o s s o v e r )
continue ;
p o o l . Add ( p o o l [ i ] . C r o s s o v e r ( p o o l [ R . Next ( i ) ] ) ) ;
}
Task . W a i t A l l ( t a s k s ) ;
tasks . Clear ( ) ;
pool . Sort ( ) ;
i f ( PoolSortMode==D e s c e n d i n g )
pool . Reverse ( ) ;
p o o l . Trim ( P o o l S i z e ) ;
gardenOfEden . Add ( p o o l [ 0 ] ) ;
p o o l W e i g h t P r e v=p o o l W e i g h t C r t ;
p o o l W e i g h t C r t=WeightPool ( ) ;
i f ( Abs ( poolWeightCrt−p o o l W e i g h t P r e v )< T h r e s h o l d F o r C a t a c l y s m )
I n i t i a l i z e ( PercentageOfCataclysm ) ;
}

Notice the ”Task.WaitAll” construct. This notifies the GA that the resulting offspring NNs are still training and will be ready for the current iteration
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after this instruction yields (it is part of the TPL library which we have mentioned earlier). We do not leave the resulting offspring untrained, but instead
train them on a much smaller number of epochs (10 vs. 100).
The fitness of a NN is computed as the difference between its accuracy
on training data and error on test data (we apply an 80% training and 20%
testing scheme):
correct
;
• The accuracy is computed on the training data, equal to correct+wrong
• The error is computed on the test data, equal to the sum of the squared
errors for each sample input;

Internally, the NN stores several arrays of weights and biases which are
updated via back-propagation during each epoch. Of particular interest to us
are the ”Input-Hidden Weights” and the ”Hidden-Output Weights” matrices
and the ”Hidden Biases” array respectively.
We have settled upon a mutation operator which is either deleterious or
additive. The decision regarding which type will be applied is made randomly,
whilst also taking into consideration some lower and upper bounds for the
hidden neuron count (1 and 50 respectively in our case). The deleterious
mutation chooses a random hidden neuron index and deletes the corresponding
neuron, effectively removing its associated weights and biases from the InputHidden Weights, Hidden Biases and Hidden-Output Weights arrays. We have
left room for improvement here, suggesting that the choice of which neuron is
deleted can be made not randomly, but based on how well it behaves during the
algorithm (such as successful activation count). Similarly, the additive type of
mutation inserts a new neuron in the NN and updates the three structures we
mentioned earlier. The new neuron is initialized randomly with some small
positive value in the range [10−4 , 10−3 ]. Lastly, the crossover operator takes as
parameters two chromosomes (i.e. NNs), chooses two hidden neuron indexes
that define a sub-sequence and are valid for both NNs (take into account the
fact that crossover could be applied to NNs with a different number of hidden
neurons) and exchanges this sub-sequence, together with the corresponding
weights and biases between the two neural nets. One final aspect to keep in
mind which is essential to the correct functioning of a NN is data normalization
within the working domain of the activation function (in this particular case
we used the hyperbolic tangent f (x) = tanh(x) = 1+e2−2x − 1 which handles
data in the range [-1,1].
4. Numerical results
We have compared our results against a plain 3-layer feed-forward NN consisting of fully-connected input, hidden and output layers, with fixed hidden
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neuron count and trained via back-propagation. Our candidate for testing is
the NN we described above, which was evolved using a GA.
Data set description:

• Abalone [10] — Predicting the age of an abalone (a type of marine snail) from physical measurements. The age of abalone is determined by cutting the shell through the cone, staining it, and counting the number of rings through a microscope. Number of instances
– 4177, number of properties – 9 (Sex, Length, Diameter, Height,
WholeWeight, ShuckedWeight, VisceraWeight, ShellWeight, Rings);
• Balance [11] — This data set was generated to model psychological
experimental results. Each example is classified as having the balance
scale tip to the right, tip to the left, or be balanced. Number of
instances – 625, number of properties – 5 (ClassName, LeftWeight,
LeftDistance, RightWeight, RightDistance);
• Banknote [12] — Data were extracted from images that were taken
from genuine and forged banknote-like specimens. For digitization, an
industrial camera usually used for print inspection was used. The final
images have 400 by 400 pixels. Due to the object lens and distance to
the investigated object gray-scale pictures with a resolution of about
660 dpi were gained. Wavelet transform tools were used to extract features from images. Number of instances – 1372, number of properties
– 5 (Variance, Skewness, Curtosis, Entropy, Class);
• Car [13] — Car evaluation database was derived from a simple hierarchical decision model originally developed for the demonstration of
DEX. Number of instances – 1728, number of properties – 7 (BuyPrice,
MaintPrice, DoorCount, PersonCount, LuggageBoot, Safety, Evaluation);
• Haberman [14] — The dataset contains cases from a study that was
conducted between 1958 and 1970 at the University of Chicago’s Hospital on the survival of patients who had undergone surgery for breast
cancer. Number of instances – 306, number of properties – 4 (PatientAgeAtOp, PatientYearOfOp, PositiveAxillaryNodes, SurvivalStatus);
• Iris [15] — This is perhaps the best known database to be found in
the pattern recognition literature. The data set contains 3 classes of
50 instances each, where each class refers to a type of iris plant. One
class is linearly separable from the other 2; the latter are not linearly
separable from each other. Number of instances – 150, number of
properties – 5 (SepalLength, SepalWidth, PetalLength, PetalWidth,
Class);
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• Letter [16] — The objective is to identify each of a large number of
black-and-white rectangular pixel displays as one of the 26 capital letters in the English alphabet. The character images were based on 20
different fonts and each letter within these 20 fonts was randomly distorted to produce a file of 20,000 unique stimuli. Each stimulus was
converted into 16 primitive numerical attributes (statistical moments
and edge counts) which were then scaled to fit into a range of integer
values from 0 through 15. Number of instances – 20000, number of
properties – 17 (Letter, BoxPosHorizontal, BoxPosVertical, BoxWidth,
BoxHeight, PixelCount, PixelsBoxX, PixelsBoxY, VarianceX, VarianceY, Correlation, MeanXXY, MeanXYY, EdgeCountLR, EdgeCorrelationXY, EdgeCountBT, EdgeCorrelationYX);
• Nursery [17] — Nursery Database was derived from a hierarchical
decision model originally developed to rank applications for nursery
schools. It was used during several years in the 1980’s when there was
excessive enrollment to these schools in Ljubljana, Slovenia, and the
rejected applications frequently needed an objective explanation. The
final decision depended on three sub-problems: occupation of parents
and child’s nursery, family structure and financial standing, and social
and health picture of the family. The model was developed within
expert system shell for decision making DEX. Number of instances –
12960, number of properties – 9 (ParentsOccupation, ChildNursery,
FamilyForm, Children, Housing, Finance, SocialConditions, HealthConditions, Decision);
For all considered data sets the type of problem is classification for multiclass with balanced training data, transforming the output data into a discrete
domain. The numerical results illustrate both the accuracy on training data
and error on test data.
Plain NN
Tester
Input Hidden Output Fitness Accuracy
Abalone
10
7
1
0.52
1.00
Balance
4
5
3
0.75
0.87
Banknote
4
5
2
0.95
0.97
Car
21
13
4
0.97
0.98
Haberman
3
5
2
0.33
0.72
Iris
4
5
3
0.84
0.90
Letter
16
33
26
0.51
0.77
Nursery
27
31
5
0.92
0.97
Table 1. Benchmark results for a plain-vanilla NN.

Error
0.48
0.12
0.02
0.01
0.38
0.06
0.26
0.05
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GA NN
Tester
Input Hidden Output Fitness Accuracy
Abalone
10
7
1
0.52
1.00
Balance
4
15
3
0.98
1.00
Banknote
4
17
2
0.99
1.00
Car
21
24
4
0.99
1.00
Haberman
3
10
2
0.41
0.75
Iris
4
8
3
0.97
1.00
Letter
16
49
26
0.71
0.86
Nursery
27
44
5
0.99
0.99
Table 2. Benchmark results for a GA-trained NN.
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Error
0.48
0.02
0.01
0.01
0.33
0.03
0.15
0.00

After running the benchmarks through a total of 10 independent tests and
selecting the best candidates in terms of fitness, our approach yields an increase
in overall fitness by a factor of 1 to 10 percent (Tables 1 and 2). The abalone
data set, as stated in literature, proves to be particularly challenging as a
classification task [5]. Please remark that F itness = Accuracy −Error, where
Accuracy is the accuracy on training data and Error is the error on test data. It
is very important to keep in mind that, although the NNs from the chromosome
pool are trained for a much smaller number of generations than the standalone
neural net and we utilize the CPU cores to their maximum potential, it is
still orders of magnitude slower due to the amount of computations involved.
Nevertheless, the results obtained point out that training NNs via a GA proves
useful when high accuracy and low error are required, regardless of the time
needed to train the NN, such as applications where the two factors are critical.

5. Conclusions
In the closing section of this article, we hope that we have provided valuable
insight into how one can apply the benefits of a GA to classical feed-forward
NNs in order to achieve more accurate results. The original contributions of
this paper consist of a hybrid NN GA approach with a specialized GA that
tries to avoid over-fitting, with the ability to auto-tune NN hyper-parameters.
There is still a lot of room left for improvement, for example analyzing more
advanced mutation/crossover schemes, but this is left to the reader’s choice.
Henceforth, we will focus on deep-learning algorithms, namely recurrent NNs
and analyze how a GA can be applied to strengthen their overall performance.
Additionally, we will explore the benefits of the recent advances in generalpurpose GPU computing (GPGPU) and try to apply them to our framework.
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